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1. General

1.1. UserLock

UserLock is a security enhancement program for Windows 2000/XP/2003/Vista/2008 allowing network
administrators to control interactive sessions (sessions with a desktop) and RAS sessions (RRAS or
RADIUS).

In particular the administrator will be able to:

Set a maximum number of opened sessions for users or groups

Restrict users or groups to a set of computers or IP ranges

Restrict user sessions to specified time frames

Get an instant view of where and when domain users logged on and logged off
Keep the history of all user sessions

> > > >

To quickly use UserLock you can first read the Getting Started guide. In a second step you can read the
reference to learn more over all UserLock features. You can finally read the register information if you are
interested into getting a fully functional version.

You can get all the information you need from the UserLock web page at http://www.userlock.com. IS
Decisions technical support team is available for you at support@userlock.com as well as our sales team at
info@userlock.com.

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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1.2. Requirements

In order to work UserLock needs the following requirements:

1.2.1. Operating system
Domain: Active Directory required

For the UserLock server
Windows 2000/2003/2008/2008 R2 server.

For the UserLock console
Windows 2000/XP/2003/Vista/7/2008/2008 R2

For workstations to protect

Windows 2000/XP/Vista/7

Warning! UserLock cannot protect Windows 9x/Me workstations.

For terminal servers to protect

Windows 2000/2003/2008/2008 R2, Citrix Metaframe XP, Citrix Presentation Server 4, Citrix XenApp
Normally all terminal servers using RDP sessions (Microsoft) or ICA sessions (Citrix) are supported but we did
not test all solutions.

W2008 RemoteApp features are supported.

For RRAS servers on which you want to protect RAS sessions
Windows 2000/2003/2008/2008 R2

For IAS servers on which you want to control RADIUS sessions
Windows 2003/2008/2008 R2

1.2.2. Hardware
CPU & RAM
The required hardware for a UserLock server depends on the number of user sessions that will be protected.

A medium sized server should do the job in most cases. For example a server with a 2 GHz dual core CPU, 2
GB of RAM and a good hard drive should be able to manage up to 10000 simultaneous sessions.

With such a processor UserLock can process up to 100 logon event/s. With such a logon rate you can
authenticate 6000 users in one minute. Even in an organization with 10000 users this will never happen.

Disk space
If you want to keep the user session history you should know that a logon event consumes an half KB of disk
space. Typicaly a user generates at least 4 logon events in a day (a logon, a lock, an unlock and a logoff) so

you can calculate the disk space consumed per year.

For example for 100 users:
100 X 4 X 0.5 KB = 200 KB/day = 4 MB/Month (20 business days) = 50 MB/Year

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Network connection

A logon event exchanges 3 KB of data through the network. So the used network bandwidth will depend on
the logon rate.

For example a logon rate of 100 logon/s will generate 300 KB/s. In consequence any 100 Mb/s network card
(10 MB/s) will do the job in most cases.

If you have slow network connections for remote sites you should take into account the number of users
behind the connection.

Database

By default UserLock integrates an MS Access database to keep the session history but for big networks we
advice using Microsoft SQL server.

The free version of SQL server can do the job for medium sized networks (4 GB at most for SQL server
express databases) but for very big network the free version will not do the job.

UserLock will only use one connection to your SQL server even for big networks.

1.3. License
Evaluation version

The evaluation version of UserLock displays a warning message during each logon process. This version can
work for 180 days.

If you want to try UserLock on your production environment without this warning message, you can ask us for
an evaluation key at support@userlock.com. You just need to precise us the number of simultaneous
sessions you want to protect during your test on your network.

Licensing mode

UserLock is licensed according the maximum number of simultaneous user sessions you can have on your
network. This is in most cases the number of workstations you want to protect. If you exceed the license,
UserLock will not manage sessions over this limit and will display a Warning message on the UserLock
primary server.

How to buy

UserLock is available through IS Decisions partners. You can contact us directly if no partner is available in
your country.

Enter the license key

In order to activate the product, you just need to display the UserLock server properties and enter the key in
the License information section.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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2. Getting Started

If you are using UserLock for the first time you just need to follow the steps listed hereafter in order to
protected interactive sessions on your network:

Install the UserLock server

Deploy the UserLock agent

Check the sessions in the administration console
Configure the UserLock server

Check the protection

UserLock is ready

> I I > I D

2.1. Install the UserLock server

The first thing to do is to install the UserLock primary server on the network zone you want to protect. To do
this you just need to launch a standard installation using the UserLock install package.

Name of the install package: UserLock x86.exe
You can download this install package here.

The primary server can be installed on a domain controller or on a simple server belonging to a domain.
At the end of the installation the UserLock service configuration wizard starts automatically:

A Click Next on the welcome page.

A Select Primary server as server type and click Next.

A Select the zone you want to protect and click Next. The zone can be: all domains with trust
relationships, a single domain or an organizational unit in a domain.

A Select a service account with administrative rights on this server and on all workstations of the zone
and click Next.

A At the end of the wizard the UserLock service is automatically configured and started.

A When you exit the wizard the UserLock administration console is automatically opened.

Next step: Deploy the agent.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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2.2. Deploy the agent

UserLock Documentation

In a first step we advise you to install the agent only on a few workstations.
In order to do this you need to:

Open the UserLock administration console.

Go in the Agent Distribution scope to view the workstations of your zone.

Select a few workstations.

Display the context menu on the selection (right click of the mouse) and click Deploy. Warning the
agent will be working only after a reboot (except for Windows Vista/7/2008 computers). If you want to
reboot immediately you first need to check the Force reboot option in the Agent distribution properties
or reboot the computer manually with the context menu.

A You can follow the installation status for each workstation. You need do click Refresh in the Agent
Distribution context menu in order to update the view. The status may take some time to be updated
as the deployer iterates over all computers of the zone one by one.

> > >

() userLock = N=ER
Files Action Windows Help
A
= (g UserLock. A E'
EJ i servers Drag a column header here to group by that column =
: 4 testt Computer & Agent bype Agent skatus Agent version Roles Last check tim
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= Display only unavailable machines
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Next step: Check user sessions.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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2.3. Check user sessions

To make sure that UserLock works correctly, you can logon on a workstation where an agent is previously
installed, get back to the UserLock administration console and click on User sessions in order to inspect that

the newly opened session is displayed here.

You can also run the User sessions report from the User sessions context menu in order to see or print the

session history.

() userLock

Files Action Windows Help

[=h- 5 UserLock

testl
» Pratected accounts
IE Messages

52 Agent dlstrlbutlon
& TAFSERVER
Reporter

Database manager

~ Scheduler

Opions

|—m

UserLock Documentation

Ja}
~

User name User account | Sessions 5 Session Session sta.., Session type Last logon date
UL-USROB30 UL-USROGE0 1 [ [} ABOCROL-10 Open workstation 07f04/2009 16:59:14
UL-USRODEL UL-USROnEL 1 0O § hsoror-t Open Workstation 07/04/2009 16:50:14

3 UL-USROD3Z UL-USROdE2 1 B 8 ) 7I04j2009 16:53:15

o @ Refresh
UL-USRO033  UL-USROE3 1@ & A 7I04/2009 16:53:15
T Wiew by machines
. 8§
UL-USROD3  UL-USRODE4 1 B 8 A 7I04/2009 16:59:15
LL-USROO3S  UL-USROD3S 1| B | |4 & Enableautsfier 7/04{2009 16:59:15
LL-USRO036  UL-UISROD3E 1| B |§ A Select al 7/04/2009 16:59:15
UL-USROA3F  UL-USROE7 1 [ AT Unselectal 7I04/2009 16:53:15
UL-USRODEE  UL-USRODES 1 O B A@ alusersicomputers 7I04/2009 16:59:15
UL-USRODES  UL-USRO0Es 1 B |8 A Orly usersjcomputers vith sessions 7/04/2009 16:50:15
LL-USROM40 UL-USRO040 1| B |8 A ) ) 7I04j2009 16:53:15
Only active sessions (unlocked)

UL-USROD4L UL-USRO041 1B 8 A 7/04/2009 16:59:15
LL-USROD42  UL-USROD42 1 @ |§ A e T I S TS 7042009 16:55:16
LL-USRO043  UL-USROD43 1 @B & a Usersjcomputers with mare than one session 70415009 16:59:16
LL-USROD44  UL-USRO044 1 [ [y A &a Print dakagrid 71042009 16:59:16
UL-USROD4S  UL-USRO04S 1 O & A[E Display SBSE\%” histary 7/04/2009 16:59:16
UL-USROMME  UL-USRO04E i Mone 31/03/2009 11:15:26
UL-USROD47  UL-USRO047 i Mone 31{03/2009 11:15:26
UL-USROD4E  UL-USRO04 o Mone 31/03/2009 11:15:26
UL-USROD49 UL-USRO049 0 Mone 3103/2009 11:15:27
UL-USRODS0 UL-USROOS0 i Mone 31{03/2000 11:15:27
UL-USRONST USR0S T i Mone: FN3EO009 11:15:27 |+

% il

User sessions

View by users 48 sessions, 2401 users

SUaEIY

Next step: Configure UserLock.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com
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2.4. Configure UserLock

At this step in order to limit simultaneous user sessions you just need to:

A In the UserLock administration console go in Protected accounts.

A In the context menu click on New group or New user.
A Configure the group or the user for only one simultaneous session (Total allowed interactive
A

sessions).
Click OK.

UserLock Documentation

() userLock =
Files Action ‘Windows Help
[ (g Userlock §
=4 jﬂ ST Drag a column header here o group by that column -
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:? User sessions
Agent distribution
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R Scheduler 2 Add§er
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ﬁ% Enable auto filker
Fl-'TE| Select all
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Lty m >
Protected accounts |
For additional information, please contact IS Decisions at one of the following:
“® info@isdecisions.com
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s . X
Files Windows Help
= g Userlock A I §
E—jjﬂ Servers T
Account name Everyone |
accounts
E Messages Mumnber of concurrent sessions allowed Custarn session limits
User sessions . !
@33 Agent distribLtion [ ] Allowed workstation sessions I:I | | Tl Session bype |.........,qgu-.....|
| testl7 ] Allawed terminal sessions I:I | Edlit |
4 tafserver2 [ ] Tatal allowed inkeractive sessi I:I
.l S
B8 Repobrter | Delete |
(> Database manager
. . I
5 scheduler [] Allowed RAS sessions o = B | P—
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|| Display the welcome message
|
Popup E-mnail
Recipient | Recipient |
[]on successfull lagon [T on successfull lagon
[]on lagaff [ on logaff
[ on refused logan [l on refused logan
|
YA
YA
| |

Next step: Check the protection.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

st

(@ www.isdecisions.com info@isdecisions.com
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2.5. Check the protection

You can try simultaneous logons on workstations on which the agent has been installed (using the user
account previously configured) and you should not be able to open a second session.

Next step: UserLock is ready.

2.6. UserLock is ready

If every previous steps succeeded, it's time to deploy the agent on all your workstations or terminal servers
manually or using the automatic mode of the UserLock deployer. You can set it through the Agent distribution
scope item in the administration console.

You can also install a UserLock backup server (optional): UserLock will be able to protect your network even if
the primary server is down.

UserLock is now ready to work!
Important! If you want to test the evaluation version of UserLock on your whole production environment, you

can ask us for an evaluation key at info@isdecisions.com in order to avoid displaying the evaluation message
to your users.

(@ +335.59.41.42.20 =8 +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3. Reference

3.1. UserLock Reference
You will find in the reference:

The kind of sessions that can be protected by UserLock

How to use the configuration wizard to configure basic UserLock service settings after the installation
Explanations on all kind of UserLock servers

How to use the UserLock console to administrate UserLock servers

The reference on all UserLock agents

The reference on all reports that UserLock can generate

How to troubleshoot most common problems

Advanced information

How to upgrade UserLock from an older version to a newer version

I > D D D D

3.2. Protected sessions

3.2.1. Protected sessions
The current version of UserLock protects the following kind of sessions:

A Interactive sessions
A RAS sessions

Other kind of sessions like network sessions, authenticated sessions on IIS or secondary logons are not
protected but UserLock will gradually support more kind of sessions in coming versions.
3.2.2. Interactive sessions

An interactive session is a session with a desktop. You can open an interactive session on the console of a
computer by hitting CTRL + ALT + DEL or remotely with a remote desktop (terminal sessions).

UserLock will only protect interactive sessions on computers on which the Desktop agent has been installed.
Interactive sessions on computers without the agent won't be monitor by UserLock.

If you want to protect terminal sessions you just need to install the agent on terminal servers. There is nothing
to install on thin clients (terminals).

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.2.3. RAS sessions

UserLock can protect two kinds of RAS sessions:

3.2.3.1. RAS sessions (VPN and dialup) on the Microsoft Routing and Remote Access Service
(included in Windows server).

A To allow this the RRAS agent needs to be installed in this service.

A Limitation: In this mode UserLock is unable to retrieve the internet IP address of the VPN client. As
workaround RRAS can be configured in order to use the RADIUS authentication with a IAS server
(see below).

3.2.3.2. VPN sessions on hardware routers and WiFi ses sions on a WiFi access points when
authenticated with the RADIUS protocol on a Microsoft Internet Authentication Service
(Included in Windows server).

A To allow this the IAS agent needs to be installed in this service.

A Important:
RADIUS clients (hardware routers and WiFi access points) should be configured to contact the IAS
server for RADIUS authentication and RADIUS accounting.

A Limitations:
- The RADIUS protocol doesn't allow retrieving the name of the client so you will not be able to
enforce client name restrictions.
- The VPN client address is not provided by all RADIUS clients (hardware routers) so you may also
not be able to enforce IP address restrictions.
- Controlling WiFi sessions may be unreliable if the WiFi access point doesn't correctly notify the end
of a session to the RADIUS server when a WiFi client is powered of without closing properly the WiFi
session.
- If the WiFi client is a member of the AD domain, the WiFi session may be authenticated with the
computer account instead of the user account. In this case UserLock will not manage the session.
UserLock only manage sessions with user accounts and not sessions with computer accounts.
- Multiple RADIUS servers for a single RADIUS client (hardware router) is not supported as the logon
may be treated by a different agent than the logoff.

Currently there is not hardware compatibility list of all hardware routers and WiFi access points compatible
with UserLock. We invite you firstly to test your hardware with UserLock.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.3. Configuration wizard

3.3.1. The UserLock configuration wizard

After the installation process the UserLock service is not automatically started. You need first to run the
UserLock configuration wizard in order to configure all required settings in order to start the service. The
wizard is automatically started at the end of the installation.

In the wizard you will be able to:

A Choose the type of server to install (Primary, backup, standalone terminal server, relay)
A Specify the primary server (only for the backup server and relay servers)

A Choose the network zone to protect (only for the primary server)

A Select the service account (only for the primary or backup server)

At the end of the wizard the service is automatically configured and started.
If you need after a while to change one of these settings you just need to start the wizard again from the tools.

f_;‘l Welcome to the UserLock configuration wizard
UserLlock
Access secunty and controd for W ndows networks

Welzome to the Userlock service configuration
wizard. v'ou will be able to;

1- Select the Userlock server type
2- Select the UserLock server zone

3- Select the Uzerlock service account L4
[ J—

_ Yy
;i‘
CONFIGURATION WIZARD

| Mext = | Cancel Help

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.3.2. Choose the server type

UserLock Documentation

The first wizard form will permit you to choose between the different kinds of UserLock servers roles:

A Primary server
A Backup server
A Standalone terminal server

For backup servers and relay servers you need also to specify the primary server name.

~# Choose the UserLock server type

-

J "

» UserLock

; K Configuration Wizard

— Uzerlock server type

% Primany server

i~ Backup server

" Standalone terminal server

Primary server:

< Back I Mest » I

Cancel

Help

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21
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3.3.3. Select the network zone

Specify on this window the network zone that your primary server will manage. Normally you should see a tree
with all your domains with trust relationships and also organizational units in Active Directory domains.

Just select (All), a domain or an Organizational unit and click Next.

=

f? Select the UserlLock server zone

UserLock
M, Cotiguraton wian

Zone managed by your LeerLock primany server
IEI =0rdinateurs 0U=15 Decisions, DC=biamitz, D C=t-af D C=

Select belaw the zone that your server will manage

-3 (Al
- BIARRITZ
Domain Controllers
- 15 Decisions
Ordinateurs
+ |zarbel

< Back I f et > I Cancel Help

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.3.4. Choose the s ervice account

For the primary server and the backup server you should type a service account. By default localSystem
account doesn't have the required rights.

The primary server needs the administrative rights on all workstations and terminal servers to be able to
deploy the agent on them. The easier way is to specify a member of the "Domain Admins" group.

To synchronize with the primary server the backup server service account should be either member of the
"Domain admins" group or member of a group named "Userlock Admins" (you need to create it).

f;*l Choose the UserLock service account
(& UserlLock
vy Y Configuration Wizard
Specify the account to be uzed by the
IJzerlock service at ztartup.
Warning ! Thiz account should have administrative rights an
all domain computers. It iz therefore not recommended to zet
the LocalSystern account
" Use the LocalSystemn account (Mot recommended)
* The following account
s |DEIMI-‘-.IN'~.&::::Dunt
Passward: |
< Back | Mest » | Cancel Help
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com l«@»! info@isdecisions.com
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3.3.5. Configuration progress

At the end of the configuration wizard the UserLock service is automatically configured and started. If you get
an error at this final step please check the Windows Application event log (event source ul2000).

Clicking on Finish can automatically start the UserLock administration console to manage other server
settings (protected accounts, policy ...).

B Successfuly configuredt K|
Userlock

Access secunty and control for Windows netwaorks
- Reaqiztering zerver configuration:  Succeeded
- Configuring the UserLock, service: Succeeded
- Stopping the UzerLock zervice: Succeeded
- Starting the Uszerlock service: Succeeded

Your Userlock server iz now configured and runningl
l “'ou can change all additional parameters through

- the Uzerlock administration console.
-
¥ Fun the Userlock administration console %
# o+
< Back Cancel Help
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.4.1. UserLock Servers
You can find three kinds of UserLock servers in a protected network zone:

A One UserLock Primary server.

A One UserLock backup server (optional)

A You can also install UserLock on standalone terminal servers located in workgroups in order to protect
terminal sessions with local accounts.

All kinds of servers can be administered using the UserLock console snap-in or the web console.

3.4.2. UserLock Primary server

All user sessions in a UserLock zone are logged and controlled by the UserLock primary server. You need to
install one primary server per network zone you want to protect.

Additionally the UserLock primary server has an integrated deployer in order to copy the agent file, update the
registry and reboot the client computers automatically.

The primary server can be installed on a domain controller or just on a simple server member of a domain.
In order to configure the UserLock primary server you need to use the UserLock administration console.
There are several performance counters available ito monitor the UserLock server activity.

3.4.3. UserLock Backup server

A UserLock backup server synchronizes its configuration and its session database regularly with the primary
server. If the primary server goes down all client workstations can be protected by the backup server.

The session synchronization is differential. This means that only new sessions are displayed after each
synchronization event and the two databases will be identical only after a while.

All settings from the primary server (except the license key, SMTP settings and log settings) are synchronized
to the backup server so these settings are grayed if you administrate the backup server. In case of
synchronization problem you can check the Windows Application event log (event source ul2000). You can
change the synchronization time interval or start synchronization manually in the UserLock administration
console.

To install a backup server just start the setup and at the end of the installation the UserLock configuration
wizard will automatically start. Select backup server, specify the name of the primary server and choose a
service account member of the "Domain admins" group or member of the "UserLock Admins" group (you need
to create it). When done the service will be automatically configured and started and the console displayed.

3.4.4. Standalone terminal server

This kind of installation is designed to protect terminal servers located in workgroups using local accounts. So
you need to install one UserLock server on each terminal server.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com
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In order to protect a standalone terminal server run the UserLock setup. At the end of the installation the
UserLock configuration wizard starts automatically. Just select standalone terminal server and click Next. The
service will be automatically configured and started. You need then to reboot the server before UserLock will
fully operational.

3.4.5. Performance counters

In order to use the UserLock performance counters get into Administration tools and click on Performance.
You will then be able to add counters to monitor.

UserLock has two performance objects:
A UserLock deployer with three counters.
A UserLock service with nine counters.

You can for example monitor the logon activity on your UserLock server with the two following counters:

A UserLock Service > Authentication/s (number of logon per second).
A UserLock Service > User sessions (total number of user sessions).

3.5. Console

3.5.1. UserLock console

The UserLock console is a Windows program allowing administrators to manage UserLock servers.
You will be able to:

Administrate UserLock restrictions

Setting up notifications

Configure the service

Customize UserLock messages

Get a report on logon/logoff activity

Get a report on the agent deployment status

I > > D>

If needed you can administrate a UserLock server remotely or you can optionally install the web console.

The UserLock console also allows you to display reports by using the Reporter. The reports can be generated
and automatically sent by E-mail at scheduled times thanks to the integrated scheduler.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.5.2. Remote Administration

The console can be installed on a workstation without installing the service to manage a UserLock server
remotely. You just need to:

A Start the installation of UserLock with the customized installation and unselect the service.
A Open the UserLock console and click "Register server" in the UserLock context menu.
A Specify the name of the server you want to administrate and click Ok.

By default only users member of the "Domain Admins" group can administrate a UserLock server remotely. If
other users need to administrate UserLock you can add them and manage their specific permissions in the
UserLock server properties.

Alternatively you can also configure the web console to administrate UserLock server remotely.

() UserLock =S

Files Action ‘Windows Help
onfiguration : n:,', 1
=} {5 UserLock §
|:—.‘ - B[ %
£ B Servers
=] tes ;
\F-f &, Addserver UserLock/Servers Zitemnis)
[ Messages
f'ﬂ'_?Llsersessinns L 1L IR N1 1 1, L PPN
{52 Agent distribution 15 testl
-3 TAFSERVER 13| TAFSERVER.
Servers |
For additional information, please contact IS Decisions at one of the following:
(C) +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com |®l info@isdecisions.com
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3.5.3. Server administration
3.5.3.1. UserLock Server configuration

In the UserLock console, you can display the server properties through the server context menu.
Additionally the following child nodes can be configured:

Protected accounts
Messages

User sessions report
Agent distribution

T 3> 3> 3>

() userLock =

Files Action ‘Windows Help

[ suonay|

Servers
' C testl UserLock)3ervers 1 itermnis)
x Remave server @ @ m—————
arme | Description |

: . 4 Re‘ﬁe“ ] =1
:ﬂ& Re @ Restart service

" ¥ Da 7= Properties
{:_.“ Scheuuer
o Options

Servers |

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.3.2. Dashboard

If you click on a server icon in the UserLock console you will see his dashboard allowing you to get in a single
view of his current situation.

A The User statistics pie chart will display the number of user:
- With no session.
- With one session.
- With more than one session.

A The Session breakdown pie chart displays the number of:
- Active interactive sessions.
- Locked interactive sessions.
- RAS sessions.
- Orphaned sessions (sessions on unreachable computers).

A The Machine statistics pie chart displays the number of computers:
- With no session.
- With one session.
- With more than one session.

A The Agent statistics pie chart displays the number of machines:
- With the agent installed.
- Without the agent installed.
- With the agent installing (Waiting for reboot).
- With the agent uninstalling (Waiting for reboot).
- With the agent upgrading (Waiting for reboot).
- With an unknown agent status because the computer could not be reached by the deployer.

(@ +335.59.41.42.20 =8 +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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