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1. General

1.1. Userlock

UserLock is a security enhancement program for Windows 2000/XP/2003/Vista/2008 allowing network
administrators to control interactive sessions (sessions with a desktop) and RAS sessions (RRAS or
RADIUS).

In particular the administrator will be able to:

Set a maximum number of opened sessions for users or groups

Restrict users or groups to a set of computers or IP ranges

Restrict user sessions to specified time frames

Get an instant view of where and when domain users logged on and logged off
Keep the history of all user sessions

> > > >

To quickly use UserLock you can first read the Getting Started guide. In a second step you can read the
reference to learn more over all UserLock features. You can finally read the register information if you are
interested into getting a fully functional version.

You can get all the information you need from the UserLock web page at http://www.userlock.com. IS
Decisions technical support team is available for you at support@userlock.com as well as our sales team at
info@userlock.com.

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com

4



ms: Know, Control, Act UserLock Documentation

1.2. Requirements

In order to work UserLock needs the following requirements:

1.2.1. Operating system
Domain: Active Directory required

For the UserLock server
Windows 2000/2003/2008/2008 R2 server.

For the UserLock console
Windows 2000/XP/2003/Vista/7/2008/2008 R2

For workstations to protect

Windows 2000/XP/Vista/7

Warning! UserLock cannot protect Windows 9x/Me workstations.

For terminal servers to protect

Windows 2000/2003/2008/2008 R2, Citrix Metaframe XP, Citrix Presentation Server 4, Citrix XenApp
Normally all terminal servers using RDP sessions (Microsoft) or ICA sessions (Citrix) are supported but we did
not test all solutions.

W2008 RemoteApp features are supported.

For RRAS servers on which you want to protect RAS sessions
Windows 2000/2003/2008/2008 R2

For IAS servers on which you want to control RADIUS sessions
Windows 2003/2008/2008 R2

1.2.2. Hardware
CPU & RAM
The required hardware for a UserLock server depends on the number of user sessions that will be protected.

A medium sized server should do the job in most cases. For example a server with a 2 GHz dual core CPU, 2
GB of RAM and a good hard drive should be able to manage up to 10000 simultaneous sessions.

With such a processor UserLock can process up to 100 logon event/s. With such a logon rate you can
authenticate 6000 users in one minute. Even in an organization with 10000 users this will never happen.

Disk space
If you want to keep the user session history you should know that a logon event consumes an half KB of disk
space. Typicaly a user generates at least 4 logon events in a day (a logon, a lock, an unlock and a logoff) so

you can calculate the disk space consumed per year.

For example for 100 users:
100 X 4 X 0.5 KB = 200 KB/day = 4 MB/Month (20 business days) = 50 MB/Year

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Network connection

A logon event exchanges 3 KB of data through the network. So the used network bandwidth will depend on
the logon rate.

For example a logon rate of 100 logon/s will generate 300 KB/s. In consequence any 100 Mb/s network card
(10 MB/s) will do the job in most cases.

If you have slow network connections for remote sites you should take into account the number of users
behind the connection.

Database

By default UserLock integrates an MS Access database to keep the session history but for big networks we
advice using Microsoft SQL server.

The free version of SQL server can do the job for medium sized networks (4 GB at most for SQL server
express databases) but for very big network the free version will not do the job.

UserLock will only use one connection to your SQL server even for big networks.

1.3. License
Evaluation version

The evaluation version of UserLock displays a warning message during each logon process. This version can
work for 180 days.

If you want to try UserLock on your production environment without this warning message, you can ask us for
an evaluation key at support@userlock.com. You just need to precise us the number of simultaneous
sessions you want to protect during your test on your network.

Licensing mode

UserLock is licensed according the maximum number of simultaneous user sessions you can have on your
network. This is in most cases the number of workstations you want to protect. If you exceed the license,
UserLock will not manage sessions over this limit and will display a Warning message on the UserLock
primary server.

How to buy

UserLock is available through IS Decisions partners. You can contact us directly if no partner is available in
your country.

Enter the license key

In order to activate the product, you just need to display the UserLock server properties and enter the key in
the License information section.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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2. Geftting Started

If you are using UserLock for the first time you just need to follow the steps listed hereafter in order to
protected interactive sessions on your network:

Install the UserLock server

Deploy the UserLock agent

Check the sessions in the administration console
Configure the UserLock server

Check the protection

UserLock is ready

> I I > I D

2.1. Install the UserLock server

The first thing to do is to install the UserLock primary server on the network zone you want to protect. To do
this you just need to launch a standard installation using the UserLock install package.

Name of the install package: UserLock x86.exe
You can download this install package here.

The primary server can be installed on a domain controller or on a simple server belonging to a domain.
At the end of the installation the UserLock service configuration wizard starts automatically:

A Click Next on the welcome page.

A Select Primary server as server type and click Next.

A Select the zone you want to protect and click Next. The zone can be: all domains with trust
relationships, a single domain or an organizational unit in a domain.

A Select a service account with administrative rights on this server and on all workstations of the zone
and click Next.

A At the end of the wizard the UserLock service is automatically configured and started.

A When you exit the wizard the UserLock administration console is automatically opened.

Next step: Deploy the agent.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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2.2. Deploy the agent
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In a first step we advise you to install the agent only on a few workstations.
In order to do this you need to:

Open the UserLock administration console.

Go in the Agent Distribution scope to view the workstations of your zone.

Select a few workstations.

Display the context menu on the selection (right click of the mouse) and click Deploy. Warning the
agent will be working only after a reboot (except for Windows Vista/7/2008 computers). If you want to
reboot immediately you first need to check the Force reboot option in the Agent distribution properties
or reboot the computer manually with the context menu.

A You can follow the installation status for each workstation. You need do click Refresh in the Agent
Distribution context menu in order to update the view. The status may take some time to be updated
as the deployer iterates over all computers of the zone one by one.

> > >
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Next step: Check user sessions.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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2.3. Check user sessions

To make sure that UserLock works correctly, you can logon on a workstation where an agent is previously
installed, get back to the UserLock administration console and click on User sessions in order to inspect that
the newly opened session is displayed here.

You can also run the User sessions report from the User sessions context menu in order to see or print the

session history.

() userLock

Files  Action

e

Windows

[=h- 5 UserLock

testl
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52 Agent distrib
& TAFSERVER
Reporter

Database manager
~ Scheduler
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ution
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=]
A~
User name User account | Sessions 5 Session Session sta.., Session type Last logon date
UL-USR0030 UL-USRO030 1 E _j ABOORO1-10 Open wrkstation 07/04/2009 16:59:14
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¥ |UL-USROO32 UL-USR0032 1| B o J.?? Refresh 7104/2009 16:59:15
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UL-USR0044 UL-USR0044 1| @ o A &‘g Print data grid 7I04/2009 16:59:16
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& il

User sessions
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SUaEIY

Next step: Configure UserLock.

For additional information, please contact IS Decisions at one of the following:

a +335.59.41.42.21

(C) +335.59.41.42.20

(@ www.isdecisions.com
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2.4. Configure UserLock

At this step in order to limit simultaneous user sessions you just need to:

A In the UserLock administration console go in Protected accounts.

A In the context menu click on New group or New user.
A Configure the group or the user for only one simultaneous session (Total allowed interactive
A

sessions).
Click OK.

UserLock Documentation
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s . X
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Next step: Check the protection.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

st
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2.5. Check the protection

You can try simultaneous logons on workstations on which the agent has been installed (using the user
account previously configured) and you should not be able to open a second session.

Next step: UserLock is ready.

2.6. Userlock is ready

If every previous steps succeeded, it's time to deploy the agent on all your workstations or terminal servers
manually or using the automatic mode of the UserLock deployer. You can set it through the Agent distribution
scope item in the administration console.

You can also install a UserLock backup server (optional): UserLock will be able to protect your network even if
the primary server is down.

UserLock is now ready to work!
Important! If you want to test the evaluation version of UserLock on your whole production environment, you

can ask us for an evaluation key at info@isdecisions.com in order to avoid displaying the evaluation message
to your users.

(@ +335.59.41.42.20 =8 +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3. Reference

3.1. UserLock Reference
You will find in the reference:

The kind of sessions that can be protected by UserLock

How to use the configuration wizard to configure basic UserLock service settings after the installation
Explanations on all kind of UserLock servers

How to use the UserLock console to administrate UserLock servers

The reference on all UserLock agents

The reference on all reports that UserLock can generate

How to troubleshoot most common problems

Advanced information

How to upgrade UserLock from an older version to a newer version

I > D D D D

3.2. Protected sessions

3.2.1. Protected sessions
The current version of UserLock protects the following kind of sessions:

A Interactive sessions
A RAS sessions

Other kind of sessions like network sessions, authenticated sessions on IIS or secondary logons are not
protected but UserLock will gradually support more kind of sessions in coming versions.
3.2.2. Interactive sessions

An interactive session is a session with a desktop. You can open an interactive session on the console of a
computer by hitting CTRL + ALT + DEL or remotely with a remote desktop (terminal sessions).

UserLock will only protect interactive sessions on computers on which the Desktop agent has been installed.
Interactive sessions on computers without the agent won't be monitor by UserLock.

If you want to protect terminal sessions you just need to install the agent on terminal servers. There is nothing
to install on thin clients (terminals).

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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UserLock can protect two kinds of RAS sessions:

3.2.3.1. RAS sessions (VPN and dialup) on the Microsoft Routing and Remote Access Service
(included in Windows server).

A To allow this the RRAS agent needs to be installed in this service.

A Limitation: In this mode UserLock is unable to retrieve the internet IP address of the VPN client. As
workaround RRAS can be configured in order to use the RADIUS authentication with a IAS server
(see below).

3.2.3.2. VPN sessions on hardware routers and WiFi sessions on a WiFi access points when
authenticated with the RADIUS protocol on a Microsoft Internet Authentication Service
(Included in Windows server).

A To allow this the IAS agent needs to be installed in this service.

A Important:
RADIUS clients (hardware routers and WiFi access points) should be configured to contact the IAS
server for RADIUS authentication and RADIUS accounting.

A Limitations:
- The RADIUS protocol doesn't allow retrieving the name of the client so you will not be able to
enforce client name restrictions.
- The VPN client address is not provided by all RADIUS clients (hardware routers) so you may also
not be able to enforce IP address restrictions.
- Controlling WiFi sessions may be unreliable if the WiFi access point doesn't correctly notify the end
of a session to the RADIUS server when a WiFi client is powered of without closing properly the WiFi
session.
- If the WiFi client is a member of the AD domain, the WiFi session may be authenticated with the
computer account instead of the user account. In this case UserLock will not manage the session.
UserLock only manage sessions with user accounts and not sessions with computer accounts.
- Multiple RADIUS servers for a single RADIUS client (hardware router) is not supported as the logon
may be treated by a different agent than the logoff.

Currently there is not hardware compatibility list of all hardware routers and WiFi access points compatible
with UserLock. We invite you firstly to test your hardware with UserLock.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com
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3.3. Configuration wizard

3.3.1. The UserlLock configuration wizard

After the installation process the UserLock service is not automatically started. You need first to run the
UserLock configuration wizard in order to configure all required settings in order to start the service. The
wizard is automatically started at the end of the installation.

In the wizard you will be able to:

A Choose the type of server to install (Primary, backup, standalone terminal server, relay)
A Specify the primary server (only for the backup server and relay servers)

A Choose the network zone to protect (only for the primary server)

A Select the service account (only for the primary or backup server)

At the end of the wizard the service is automatically configured and started.
If you need after a while to change one of these settings you just need to start the wizard again from the tools.

f_;‘l Welcome to the UserLock configuration wizard
UserLlock
Access secunty and controd for W ndows networks

Welzome to the Userlock service configuration
wizard. v'ou will be able to;

1- Select the Userlock server type
2- Select the UserLock server zone

3- Select the Uzerlock service account L4
[ J—

_ Yy
;i‘
CONFIGURATION WIZARD

| Mext = | Cancel Help

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com

15



7] isdecisions

Windows" Systems: Know, Control, Act UserLock Documentation

3.3.2. Choose the server type

The first wizard form will permit you to choose between the different kinds of UserLock servers roles:
A Primary server
A Backup server

A Standalone terminal server

For backup servers and relay servers you need also to specify the primary server name.

-

~# Choose the UserLock server type

UserLock
> h*‘\ Configuration Wizard

— Uzerlock server type

% Primany server

i~ Backup server

" Standalone terminal server

Primary server:

< Back I Mest » I Cancel Help

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.3.3. Select the network zone

Specify on this window the network zone that your primary server will manage. Normally you should see a tree
with all your domains with trust relationships and also organizational units in Active Directory domains.

Just select (All), a domain or an Organizational unit and click Next.

=

f? Select the UserlLock server zone

UserLock
M, Cotiguraton wian

Zone managed by your LeerLock primany server
IEI =0rdinateurs 0U=15 Decisions, DC=biamitz, D C=t-af D C=

Select belaw the zone that your server will manage

-3 (Al
- BIARRITZ
Domain Controllers
- 15 Decisions
Ordinateurs
+ |zarbel

< Back I f et > I Cancel Help

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.3.4. Choose the service account

For the primary server and the backup server you should type a service account. By default localSystem
account doesn't have the required rights.

The primary server needs the administrative rights on all workstations and terminal servers to be able to
deploy the agent on them. The easier way is to specify a member of the "Domain Admins" group.

To synchronize with the primary server the backup server service account should be either member of the
"Domain admins" group or member of a group named "Userlock Admins" (you need to create it).

f;*l Choose the UserLock service account
(& UserlLock
vy Y Configuration Wizard
Specify the account to be uzed by the
IJzerlock service at ztartup.
Warning ! Thiz account should have administrative rights an
all domain computers. It iz therefore not recommended to zet
the LocalSystern account
" Use the LocalSystemn account (Mot recommended)
* The following account
s |DEIMI-‘-.IN'~.&::::Dunt
Passward: |
< Back | Mest » | Cancel Help
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com l«@»! info@isdecisions.com

18



7 isdecisions

Windows" Systems: Know, Control, Act UserLock Documentation

3.3.5. Configuration progress

At the end of the configuration wizard the UserLock service is automatically configured and started. If you get
an error at this final step please check the Windows Application event log (event source ul2000).

Clicking on Finish can automatically start the UserLock administration console to manage other server
settings (protected accounts, policy ...).

B Successfuly configuredt K|
Userlock

Access secunty and control for Windows netwaorks
- Reaqiztering zerver configuration:  Succeeded
- Configuring the UserLock, service: Succeeded
- Stopping the UzerLock zervice: Succeeded
- Starting the Uszerlock service: Succeeded

Your Userlock server iz now configured and runningl
l “'ou can change all additional parameters through

- the Uzerlock administration console.
-
¥ Fun the Userlock administration console %
# o+
< Back Cancel Help
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.4.1. UserLock Servers
You can find three kinds of UserLock servers in a protected network zone:

A One UserLock Primary server.

A One UserLock backup server (optional)

A You can also install UserLock on standalone terminal servers located in workgroups in order to protect
terminal sessions with local accounts.

All kinds of servers can be administered using the UserLock console snap-in or the web console.

3.4.2. UserLock Primary server

All user sessions in a UserLock zone are logged and controlled by the UserLock primary server. You need to
install one primary server per network zone you want to protect.

Additionally the UserLock primary server has an integrated deployer in order to copy the agent file, update the
registry and reboot the client computers automatically.

The primary server can be installed on a domain controller or just on a simple server member of a domain.
In order to configure the UserLock primary server you need to use the UserLock administration console.
There are several performance counters available ito monitor the UserLock server activity.

3.4.3. UserLock Backup server

A UserLock backup server synchronizes its configuration and its session database regularly with the primary
server. If the primary server goes down all client workstations can be protected by the backup server.

The session synchronization is differential. This means that only new sessions are displayed after each
synchronization event and the two databases will be identical only after a while.

All settings from the primary server (except the license key, SMTP settings and log settings) are synchronized
to the backup server so these settings are grayed if you administrate the backup server. In case of
synchronization problem you can check the Windows Application event log (event source ul2000). You can
change the synchronization time interval or start synchronization manually in the UserLock administration
console.

To install a backup server just start the setup and at the end of the installation the UserLock configuration
wizard will automatically start. Select backup server, specify the name of the primary server and choose a
service account member of the "Domain admins" group or member of the "UserLock Admins" group (you need
to create it). When done the service will be automatically configured and started and the console displayed.

3.4.4. Standalone terminal server

This kind of installation is designed to protect terminal servers located in workgroups using local accounts. So
you need to install one UserLock server on each terminal server.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com
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In order to protect a standalone terminal server run the UserLock setup. At the end of the installation the
UserLock configuration wizard starts automatically. Just select standalone terminal server and click Next. The
service will be automatically configured and started. You need then to reboot the server before UserLock will
fully operational.

3.4.5. Performance counters

In order to use the UserLock performance counters get into Administration tools and click on Performance.
You will then be able to add counters to monitor.

UserLock has two performance objects:
A UserLock deployer with three counters.
A UserLock service with nine counters.

You can for example monitor the logon activity on your UserLock server with the two following counters:

A UserLock Service > Authentication/s (number of logon per second).
A UserLock Service > User sessions (total number of user sessions).

3.5. Console

3.5.1. UserlLock console

The UserLock console is a Windows program allowing administrators to manage UserLock servers.
You will be able to:

Administrate UserLock restrictions

Setting up notifications

Configure the service

Customize UserLock messages

Get a report on logon/logoff activity

Get a report on the agent deployment status

I > > D>

If needed you can administrate a UserLock server remotely or you can optionally install the web console.

The UserLock console also allows you to display reports by using the Reporter. The reports can be generated
and automatically sent by E-mail at scheduled times thanks to the integrated scheduler.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.5.2. Remote Administration

The console can be installed on a workstation without installing the service to manage a UserLock server
remotely. You just need to:

A Start the installation of UserLock with the customized installation and unselect the service.
A Open the UserLock console and click "Register server" in the UserLock context menu.
A Specify the name of the server you want to administrate and click Ok.

By default only users member of the "Domain Admins" group can administrate a UserLock server remotely. If
other users need to administrate UserLock you can add them and manage their specific permissions in the
UserLock server properties.

Alternatively you can also configure the web console to administrate UserLock server remotely.

() UserLock =S

Files Action ‘Windows Help
onfiguration : n:,', 1
=} {5 UserLock §
|:—.‘ - B[ %
£ B Servers
=] tes ;
\F-f &, Addserver UserLock/Servers Zitemnis)
[ Messages
f'ﬂ'_?Llsersessinns L 1L IR N1 1 1, L PPN
{52 Agent distribution 15 testl
-3 TAFSERVER 13| TAFSERVER.
Servers |
For additional information, please contact IS Decisions at one of the following:
(C) +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com |®l info@isdecisions.com
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3.5.3. Server administration
3.5.3.1. UserlLock Server configuration

In the UserLock console, you can display the server properties through the server context menu.
Additionally the following child nodes can be configured:

A Protected accounts
\ Messages

User sessions report
Agent distribution

A
A

() userLock =

Files Action ‘Windows Help

[ suonay|

Servers

UserLock)3ervers 1 itermnis)

P ¥ Remove server R L Il iiE~w.. R iii -
arme | Description |

L Re‘ﬁe“ ] cest
:ﬂ& Re @ Restart service

" ¥ Da 7= Properties
{:_.“ Scheuuer
o Options

Servers |

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.3.2. Dashboard

UserLock Documentation

If you click on a server icon in the UserLock console you will see his dashboard allowing you to get in a single

view of his current situation.
A The User statistics pie chart will display the number of user:
- With no session.
- With one session.
- With more than one session.

A The Session breakdown pie chart displays the number of:
- Active interactive sessions.
- Locked interactive sessions.
- RAS sessions.
- Orphaned sessions (sessions on unreachable computers).

A The Machine statistics pie chart displays the number of computers:
- With no session.
- With one session.
- With more than one session.

A The Agent statistics pie chart displays the number of machines:
- With the agent installed.
- Without the agent installed.
- With the agent installing (Waiting for reboot).
- With the agent uninstalling (Waiting for reboot).
- With the agent upgrading (Waiting for reboot).

- With an unknown agent status because the computer could not be reached by the deployer.

() userLock

Files  Actions  Windows Help

TAFSERVER

UserLackfServers|TAFSERVER.

El"‘ﬂ Reporter

“suoiat|

Connected

3 item(s)

[+ 5 Database manager

User statistic

0 session: 19 %

> Tsesson 6%

1 session: 75 %

Active interactive: 56 %

Total: 16 user(s) RAS: O session(s)

B = 1session: 1user(s) [ 1 session: 12 user(s) |, O session: 3 useris) [, Locked interactive: 7 session(s)

Session breakdown

Locked inferartive: 44 %

Total: 16 session(s)

B, Active inkeractive: 9 session(s)
% Orphaned: O session(s)

Machine statistic

0 session: 63 % Installed: 5& %

Ll

i = 1 session: 3 %

1 sessiont 34 %
Total: 32 computer(s)

B = L session: 1 computer(s) [, 1 session: 11 computer(s) Installing: O computer{s)

% 0 session: 20 computer(s)

Agent statistic

| Mok installed: 3 9%

Total: 34 computer(s)
B Uparading: O computer(s) [y, Uninstaling: O computer(s)
Unknown: 14 computer(s)
B Installed: 19 computer(s) [l Mot installed: 1 computer(s)

ServerCorfig |

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com
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3.5.3.3. Server settings

General server properties

General server properties are grouped in three distinct parts:

() UserLock

Files

h{ 3 servers
PR testl

Il
L, Reporter

72 scheduler

Windows  Help

o[22 -

(= g Userlock

isdecisions

Windows™ Systems: Know, Control, Act

onfiguration

UserLock Documentation

=]

SLI0TY

. Protected accounts

‘5 Agent distribution

> Database manager

Server bype

Primary server

Palicy settings
The most restrictive as possible

(@) The least restrictive as possible

Lacalization mask.

BEFRO 77

* = Building % = Room

¥ =Maching

Fram
SMTP Server

Port 25

‘ou can test vour e-mail sekting by entering a recipient and clicking "Test" here under :

Test

License key BETA
User sessions Unlirmited
License expiration 010772009

Mainkenance unkil

| Cel)

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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UserLock server type
Displays the type of the server. Can be Primary server, Backup server or Standalone terminal server.

Policy settings

Multiple protected group accounts can result in conflicts when authorizing a user to logon. For example a user
may belong to group A and group B and try to connect to a computer where group A is allowed to logon to and
group B is not allowed to. This situation results in a conflict where a policy has to be selected: to be either the
most restrictive or the less restrictive as possible. The policy will therefore define if user A will be allowed to
logon or not.

Be advised that whatever policy is selected, every protected user account overrides all group protected
accounts settings.

Localization mask

The localization mask allows UserLock to breakdown the computer name syntax in order to easily locate each
computer. This is ideal for academic or large size networks which most often apply a nhaming convention for
their systems.

New mask format (version 4.02 or more, allows identifying building with letters):
E.G.: WKSTA-*-%%-?? * = Building, % = Room, ? = machine number
Computer WKSTA-D-06-20 is in room 6 of the building D

Old mask format (kept for compatibility):
E.G.: XXXXXBBXRRXXX B = Building, R = Room, X = variable
Computer WKSTA-12-06-15 is in room 6 of building 12

When the mask is specified you will see the building number and the room number for all concerned

computers in Agent distribution or in User sessions view.

E-mail settings
Notifications can be configured for some protected accounts. They can use the SMTP protocol that should be
set here by specifying:

- From: The e-mail address used to send the e-mail. This email address need to exist.

- SMTP Server: The IP address or the hostname of the server to use.

- Port: The TCP port used to send e-mail (usually 25).

You can test your SMTP settings whenever you want by entering an e-mail recipient and clicking on the Test
button. A message will display the test result.

License information
Enter here the license key you've got from IS Decisions.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Log settings

Insert logon and logoff events in a database.

If checked, the UserLock service will write every logon or logoff managed by this server into a database. If
Default database is checked all logon events are inserted in the default MS Access database UserLock.mdb
located in C:\Program Files\ISDecisions\UserLock (by default).

If needed you can configure another database by generating a new connection string with the database
wizard. To do this unselect default database and click on the button right to the connection string edit box.
When done you need to click on Create table in order prepare the UserLock database.

To avoid that the database becomes too big you can start the Logon Cleaner and remove old logon events.

The database reference is available in this guide.

+|Log logon and logoff events in database

Database configuration (OB anly)

o) Defaulk database

Other dakabase

Create database tables

Ise Greemwich meridian time

Terminal server

This tab is only available on a UserLock Standalone terminal server. These settings are identical to agent
settings in the deployer.

w| Do not display errors to the user Try b0 join any existing session on the server
Do nok nokify refused connections Blways *

Do nok restrick lagons on the consale

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Synchronization
The synchronization tab is only displayed on a UserLock Backup server. You can configure the time interval
between two synchronizations. You can see the time of the latest successful synchronization, test the network

connection with the primary server or start manually synchronization.

In case of synchronization problem you can check the Windows Application event log (event source ul2000).

Primary server Lafserver Backup server kafserverZ
Setking

| Synchronization database every 1 rhirutels )
Status Maintenance

Lask fully sucessfull replication time Enforce synchronization

Test connection

Permissions

You will be able to define here which users will be able to administrate UserLock and what they will be allowed
to do.

For example if you want to configure the access for your help desk team to reset and logoff user sessions,
add the corresponding group and select Allow for User sessions. All other features in the console (Web and
Windows) will be disabled for this group.

Group oF User names Permissions for that account
=& ADMINISTRATORS Add group Allow  Dery,
o TESTDOMAIMUSERLOCE ADMV Pratected account had
Add user
Cusktomizable messages el

ser sessions

Aoent diskribution

Server properties bl
Rernowve Perrnissions e
(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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3.5.3.4. Protected accounts
Protected accounts

Protected accounts are groups or users where UserLock settings apply. They are a kind of Access Control
Entry in Windows. Each protected account defines:

Notification settings

Maximum number of opened sessions
Clients restrictions

Time restrictions

Group limits

T 3> D > D>

The global protected accounts scope node displays a list of all configured protected accounts. User protected
accounts always override group protected accounts settings. Concerning group permissions conflict, you can
choose the policy UserLock should use.

To add a new protected account just click New User or New group in the context menu, you will then be able
to configure the account.

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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Userlock protection and notification

The main UserLock system settings can be managed using these property sections.

() UserLock R
Files Windows Help
I— Configuration Propetties For test17 B | Properties for Everyone (%

(= g Userlock
EH 3 Servers

=]

sLI0IY

testl Account name
Gf_‘, Protected accounts

I Messages Murnber of concurrent sessions allowed Custarn session limits

14 User sessions ] Allowed workstati ol —_—
| Allowed waorkstation sessions - " add

i -lgg Agent distribution Tl SR .B.dd |

B test17 [ Allowed terminal sessions

B 5| tafserver?

o Al
-85 Reporter

[ Total allowed interactive sessi

1. = Database manager

= = cheduler [ ] Allowed RAS sessions

& Options

[ ] &llaww b logoff an existing session if the number of allowed sessions has already been reached

[ | Display the welcome message

Fopup E-mail

Recipient Recipient
[]on successfull lagon [ on successfull lagon
[]on logaff [ on logaff
[ on refused logan "] on refused logan

Allowed workstation sessions
You can define a maximum number of simultaneous workstations where a user can be logged on. If you do
not check the box no restriction will be applied. If you specify 0 workstations, then the user will not be able to
open a session on a workstation.

Allowed terminal sessions
You can define a maximum number of terminal sessions that a user can open. If you do not check the box no
restriction will be applied. If you specify 0 the user will not be able to open a terminal session.

Total allowed sessions

You can define a maximum number sessions (all kinds) that a user can open. If you do not check the box no
restriction will be applied. If you specify 0 the user will not be able to logon.

For additional information, please contact IS Decisions at one of the following:
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Allowed RAS sessions
You can define a maximum number of simultaneous RAS sessions that a user can open. If you do not check
the box no restriction will be applied. If you specify O users will not be able to open a RAS session.

Custom session limits

You can also define a maximum limit for combinations of several kind of sessions. For example, if you don't
want that the number of workstation sessions plus the number of RAS sessions is greater than one you can
set the corresponding custom limit.

Allow to logoff an existing session if the number of allowed sessions has already been reached

If this option is selected, a user will be able to close remotely a previous session from the new workstation on
which he's not allowed to logon due to the maximum allowed number restriction. In consequence the user will
not need to walk to the previous workstation to close the session.

Warning! If some documents are opened and unsaved in the previous session, the user will loose them by
closing the session this way.

Display the welcome message
If you select this option, all users concerned by the protected account will see a welcome message when
opening a session. You can customize the message.

Popup notifications

This is also the good place to set popup notifications. Popup notifications use the Messenger service.
Therefore, it should be started on both receiving and sending computers. You can use any computer name as
a valid Recipient. The body of the message can be customized using the messages scope node.

E-mail notifications
E-mail notifications can also be sent using the SMTP settings for the server and customized using the
messages scope node.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Client restrictions

It is possible using UserLock to restrict the workstations/terminals from where a protected account may logon.
Restrictions can be set either using a computer name or an IP range.

Client restrictions are built upon a list of computers. This list of computers can either be an authorized
computers list or an unauthorized computers list depending on the selected option choice.

For each workstation restriction you also need to specify the kind of sessions that will be concerned by the
restriction. By default new restrictions are only applied to interactive sessions.

Allawe this account to be logged an Fram any warkskation/terminal except the listed ones :
Mame Session bypes Add IP Range
Add name
Add computer

IP Range

IP ranges are defined using two IP addresses. The first one indicates the beginning of the range and the
second the end of the range.

Both IP delimiters addresses are included in the range. All IP addresses between these two ones are also
included in the range.

For each IP range you also need to specify the kind of sessions that will be concerned by the restriction. By
default new IP ranges restrictions are only applied to interactive sessions.

C ) IP Range ®

From IP 10.1.1.1
ToIP 10.1,1.,50
Session bypes Interactive L
(4 Cancel
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com l«@»! info@isdecisions.com
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Time restrictions

You can configure here allowed logon hours during each day of the week for all users concerned by the
protected account.

For each time frame you also need to specify the kind of sessions that will be concerned by the restriction. By
default new time frames are only applied to interactive sessions.

In case of overtime you can choose to close the session, lock the session or do nothing. For logoff action you
can define the Notification timeout in minutes in the Logoff settings section.

You can also define a maximum session length for the protected account. When the time is up, users will be
logged off with prior warning (according to the configured Notification timeout in the Logoff settings section).

Type of permission

Session
Prohibit the Following time frames o] Action ko take in case of overtime | Close session |+
Begn |End M T |W|T |F |5 |5 |Sessiontype || | add |
> i0E:00 1500 [] [] Interactive | [[1Max session length mn
Logoff settings
Mokification timaout 1 min
| Clearal |

Days of week

|
[#] Tuesday —
[+#] Wednesday End |18:00
[#] Thursday

[#] Friday

[[] saturday

[[] Sunday

|

Session types Interactive |

For additional information, please contact IS Decisions at one of the following:
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Group limits

This tab is only available for protected groups. These limits are applied to the total number of sessions for all
members of the group.

For example you can allow specific departments of your organization to not open more terminal sessions than
specified in order to fairly share server resources between departments.

Mumber of concurrent sessions allowed for the group

Allowed warkstation sessions
Allowed terminal sessions

Allowed RAS sessions

Total alowed interactive sessions

3.5.3.5. Messages

This scope allows administrator to modify the default strings used by UserLock. You can use this option to
localize or customize the messages or notifications.
A message consists in an identifier and a value. The following identifiers are available for UserLock:

LOGON_DENIED: This message is showed on a user's screen whose access has been denied due to
maximum sessions setting

DENIED_WORKSTATION: This message is showed on a user's screen who access has been denied
because he should not logon to this computer (due to IP or hosthames restrictions)

INSTALL_WILL_REBOOT: This message is displayed on computers waiting to be rebooted after the
UserLock agent has been installed

UNINSTALL_WILL_REBOOT: This message is displayed on computers waiting to be rebooted after the
UserLock agent has been uninstalled

LOGON_NOTIFICATION_SUBJECT: This text is sent in pop-ups or e-mails each time a user logon
notification occurs as the subject of the notification

LOGON_NOTIFICATION_BODY: This message is sent in pop-ups or e-mails each time a user logon
notification occurs

LOGOFF_NOTIFICATION_SUBJECT: This text is sent in pop-ups or e-mails each time a user logoff
notification occurs as the subject of the notification

LOGOFF_NOTIFICATION_BODY: This message is sent in pop-ups or e-mails each time a user logoff
notification occurs

WELCOME_MESSAGE: Message displayed to the user during the logon (disabled by default). You can
enable/disable this message for each protected account.
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TIME_RESTRICTION: Message displayed to the user when trying to logon during unauthorized hours.

TIME_RESTRICTION_LOGOFF: Message displayed to the user when the session is about to be closed in
reason of time restrictions.

SESSION_LENGTH_LOGOFF: Message displayed to the user when the session is about to be closed
because the maximum allowed session length is about to be reached.

CLOSE_PREVIOUS_SESSIONS: Message displayed in the previous session logoff dialog box when a logon
is denied (disabled by default). You can enable/disable the ability to close a previous session when a logon is
denied for each protected account.

GROUP_RESTRICTIONS: Message displayed to the user when the logon is denied in reason of group
restrictions.
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= g UserLock §
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[ TIME_RESTRICTION_LOGOFF ‘tour session wil be closed in reason of time restrictions set by your network. administrator
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For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com l'%’! info@isdecisions.com
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Each message value may contain the following variables between percent characters. These variables are
replaced by accurate data when the value is formatted by the UserLock service.

Variable name

Meaning

%status%

Successful or Denied depending on
the result of a logon authorization
(only valid for the
LOGON_NOTIFICATION_SUBJECT
and
LOGON_NOTIFICATION_BODY
messages)

%user%

The display name of the user trying
to logging on or logging off

%useraccount%

The account of the user trying to
logging on or logging off

%workstation%

The name of the computer where a
user is logging on or logging off

%nbsessions%

The number of sessions listed by the
%sessions% variable

%sessions%

The comma delimited list of the
sessions already opened by a user
before logging-on. This string is null
if no sessions are opened elsewhere
by the user

%lastworkstation%

Last workstation logged on (for
logon messages only)

%deniedlogons%

Number of logons denied by
UserLock since the last successful
logon (for logon messages only)

%lastlogontime%

Date and time of the last successful
logon (for logon messages only)

%datetime%

Current time

%GroupsDenied%

List of groups that have reached a
maximum session limit disallowing
the user to logon. (only valid for the
GROUP_RESTRICTIONS message)

%refusedlogonsdetails%

History of all logons denied by
UserLock and Windows since the
last successful logon (for logon
messages only) (New in version
4.02).

%refusedlogons%

Number of logons denied by
UserLock and by Windows since the
last successful logon (for logon
messages only) (New in version
4.02).

(C) +335.59.41.42.20 =Y +335.59.41.42.21
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3.5.3.6. User sessions
User sessions

You can display user sessions in two modes: by user or by computers
The following information is displayed in the by user view:

The user display name

The number of opened sessions

Opened sessions (name of concerned workstations or server/terminal name). If the session is locked
or disconnected the * character is visible.

The last workstation on which the user logged on (ServerName/ClientName for terminal sessions)
The time of the last logon (in local time)

The last workstation where he logged off (ServerName/ClientName for terminal sessions)

And the last time he logged off

> >

> > >

The following information is displayed in the by computer view:

A The computer name

A The number of opened sessions on the computer

A The list of all users with a session on this computer. For terminal session the name of the terminal is
displayed after the name of the user. If the session is locked or disconnected the * character is visible.

A The building (if a localization mask was specified)

A The room (if a localization mask was specified)

A The organizational unit of the computer

Important, the computer view is only available on primary servers.

The session icon will tell you if the session is active ( L1) or locked/disconnected ( L'_J:I).

You can reset sessions of a user by selecting their check box and using the context menu. This action will
make UserLock consider the user as not logged on and therefore the number of opened sessions will be
decreased. Doing so old sessions that no longer exist can be cleared from the UserLock database. Use this
only if you are really sure that a session no longer exists, for example in order to remove ghost sessions on
offline computers after a crash.

You can also logoff or lock user sessions by selecting their check box and using the user/computer context
menu.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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%) Scheduler
UL-USROO04  LL-USRO004 Selact &l Mone
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For additional information, please contact IS Decisions at one of the following:
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You can change the view mode with the user session context menu.

() UserLock . o X
Files Action ‘windows Help
=
=
— o
= (5 UserLock - =
= Servers Drag a column header here ko group by thak column E
User narme User account Sessions g Session Session ska,. . Session bype
E 8 TEST1/KARYS Locked Terminal
administrator administrator
_5 TEST#P&4/IN3  Open Workstation
=3 oent distributi 5 P P, - None
: 52 Agent distribution 2, Refresh
G| 5 testl? UL-USRC Mone
H Hoou :
‘I:EI:I' Reporter USRI =4 Wigw by%achlnes None
> Database manager UL-USRE 15 Enable atto Filker None
| Scheduler
P UL-USRE Select all None
. Options
UL-USRE [TT:‘ Unselect all Mone
il @ Al usersfcomputers pone
UL-USRC } . More
Only usersicamputers with sessions
LIL-USR.C Mone
Only active sessions (unlacked)
UL-USRC Mone
UL-LISREC COnly sessions on unavailable computers P—
|JL-USRL Usersfcomputers with more than one session None
UL-USRE &y Print data grid pone
HL-USRE _5' Display session history hlone:
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You can also display the last 30 days session history for the user/computer that have the focus by using the
context menu or the action panel.

For additional information, please contact IS Decisions at one of the following:
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User sessions filter

You can filter sessions with the following three methods. By default all users/computers are displayed.
A Predefined filter
The following predefined filters are available:

Display only users/computers with sessions
Only users or computers with a session are displayed.

Display only active sessions
Only opened, not locked and not disconnected sessions are displayed.

Display only sessions on unavailable computers

Only sessions on unavailable computers are displayed. Useful to detect sessions that would need a
manual intervention in order to avoid that concerned users are prevented from logging on a new
computer.

Users/computers with more than one session

() userLock = =S
Files Action ‘wWindows Help
[Eh- {5 UserLock a
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For additional information, please contact IS Decisions at one of the following:
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40



7] isdecisions

Windows™ Systems: Know, Control, Act UserLock Documentation

A Auto filter

Click on Enable auto filter in the action panel or in the context menu. A filter row is added and you can
begin to enter a value in a column. The rows are automatically filtered according to the first chars you
already entered. This will allow you to quickly find users or computers in the console.

A Quick filter

You can click in the top right corner of a column header to display the list of all values in the column.
Select a value in order to filter the view on it.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.3.7. Agent distribution
Agent Distribution

The UserLock primary server can deploy the Desktop agent on all client workstations, the RRAS agent on all
RRAS servers and the IAS agent on all IAS servers. In order to configure this you need to use the Agent
distribution scope in the UserLock administration console.

You will be able to:

Get a view on the installation status of each workstation

Deploy or undeploy the agent manually on specified workstations

Start or stop the automatic deployer through the agent distribution context menu
Set all deployer options

Set the agent configuration

o I I > D

Warning: You have to use a Windows service account with administrative rights on all computers of your
protected network zone in order to deploy agents. If not, UserLock won't be able to get the installation status
or to deploy the agent.
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Agent distribution | 2 installed agents, 8013 computers
For additional information, please contact IS Decisions at one of the following:
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Automatic deployer

UserLock Documentation

If you want to deploy the Desktop agent automatically on all workstations of the managed network zone you
just need to start the automatic deployer through the Agent distribution context menu.

Before starting the automatic deployer, you may want to customize the deployer settings by displaying
properties on the Agent Distribution scope node.

The automatic deployer doesn't allow you to deploy the IAS agent or the RRAS agent automatically. These

agents can only be deployed manually from the console.
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Agent distribution

2 installed agents, 8013 computers

For additional information, please contact IS Decisions at one of the following:
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Deploying manually
You can also easily deploy the UserLock Desktop agent using the UserLock console, selecting the
workstations or terminal servers on which you want to deploy the agent and clicking on Deploy or Uninstall

agent. A window will be displayed indicating the progress of the deployment and the result of each operation.

If you want to deploy manually the RRAS agent on a server using the console, launch the agent installation
from the line with RRAS as agent type.

If you want to deploy manually the IAS agent on a server using the console, launch the agent installation from
the line with IAS as agent type.

You may also use the automatic deployment policy to ensure Desktop agents will be deployed on all of your
workstations (even new ones).
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Agent distribution | 2 installed agents, 8013 computers
For additional information, please contact IS Decisions at one of the following:
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Deployer options

Deployer options are available in the Agent distribution properties.

You can configure the following reboot settings:

A Force reboot: If checked, it will make the computers reboot after the agent copy and registration.

A Close applications with unsaved content: If checked, the reboot will occur even if there are
applications where the content has not been saved.

A Reboot time-out: If not zero, UserLock will display the INSTALL_WILL_REBOOT or
UNINSTALL_WILL_REBOOT message during the specified number of seconds before rebooting.

You can also configure the automatic deployer using these options:

A Exclude servers from the deployment scope: If checked the automatic deployer will not try to
install the agent on servers (you can still do it manually).

A Check previously installed agents: If checked, the automatic deployer will continue to check the
installation status of computer he knows the agent has been already installed. This can be useful to
select it if your computers are sometimes re-installed.

A Uninstall the agent/Deploy the agent: The automatic deployer will install or uninstall the agent
depending on this option.

Rebiook Aukomatic deployer
Farce rebook w| Exclude servers Fram deplovment scope
w| Check previously inskalled agents

Febioat bime-out {in seconds) |10 Distribution  |Deplay the agent 4

Agent configuration
The agent configuration is available in the Agent distribution properties.

In this tab you will be able to configure several options for all agents of the zone. Changes are not immediately
applied to all agents. The deployer writes/updates these settings to an agent at the same time he checks its
status. So you can take a look at the deployment status report (Last check time column) in order to know if a
new configuration is already applied on all workstations/terminal servers.

Do not display errors to the user
If this option is checked no error message is displayed if the agent is unable to contact the server.

Do not notify refused connections (new since version 4.02)

In version 4.02 or more the UserLock agent notifies to the UserLock server every connections refused by
Windows (e.g. invalid password). If for any reason you want to disable this new feature you can check this
box.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com
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Try to join any existing session on the server

This option is only designed for terminal servers. If always is selected, UserLock will always disconnect any
existing session for this user. The server will automatically join the existing session instead of opening a new
one. If never is selected, a new session will always be created if allowed. If the new session is not allowed, the
user will get a denied message from UserLock. If only if needed is selected, UserLock will only disconnect any
previous session and try to join it if an additional session is not allowed.

Do not restrict logons on the console

Check this box if you are not interested in protecting the local console of your terminal servers.

Skandart Terminal servers
Do not display errors bo the user Try ko join any existing session on server
Do nok nokify refused connections Always e

Do miok restrick logons on the console

Deployment status

UserLock always checks on all computers of the protected network zone if an agent is installed or not. The
report displayed in the right-pane of the Agent distribution scope node shows the list of all computer accounts
in the zone with their associated known agent installation status.

If a computer supports several kind of agents you will see a line for each supported agent. For example for a
server with RRAS installed you will see two lines: one for the desktop agent and one for the RRAS agent. If
IAS is also installed on the server you will see three lines for the server.

The UserLock deployer automatically detects if the RRAS or IAS services are running on a server. If these
services are not started UserLock will not display the corresponding line.

If you want remove old computers from this list you just need to remove their security account in the Active
Directory and the list will be updated after a while.

UserLock primary servers always scan every computer in the zone whether the agent is activated or not.
However, be advised that the status displayed for some workstations may be wrong (for some time only) due
to the time it takes before being re-scanned.

In order to refresh the status click Refresh on the Agent distribution context menu (or F5). If a status seems to
be wrong for a computer you can control the last check status and the last check time in order to understand
the reason.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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The Agent distribution view can be filtered.
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You can filter the agent distribution view with the following three methods:

A Predefined filter

UserLock Documentation

In order to facilitate the deployment of the agent you can only display computers without the agent
installed or unavailable computers.
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A Auto filter

Click on Enable auto filter in the action panel or in the context menu. A filter row is added and you can
begin to enter a value in a column. The rows are automatically filtered according to the first chars you

already entered. This will allow you to quickly find computers in the console.

A Quick filter

You can click in the top right corner of a column header in order to display the list of all values in the
column. Select a value in order to filter the view on it.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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3.5.4. Reporter
3.5.4.1. UserLock Reporter

All UserLock reports are available in the Reporter. In order to display a report:
A Select the report in the tree
A Specify the server or the database connection string
A Configure other settings if needed
A Click on Display in order to show the report in the report viewer

Each report can be viewed, printed and exported in several file formats with the report viewer and its
configuration can be saved and reloaded with the save/load buttons. The report configuration file can then be
used to generate automatically reports with the scheduler or using the command line mode.

() userLock e %
Files  Action Windows Help
— g
[=h- (g Userlock \ &
[55[ Servers
EJ | test1 Session filker [FlUser name
B test17
B, 3 [#] Full sessions
50 Reparter [~ Domain name
| Reports
(£l Rep [#] Logon without logaff
Database [ Computer name
= = — [#] Logoff withaut logon
|_],| Session Statistics [ client address
Server
= . [#] Logon deried
i i) User sessions [T Client name
1| Agent distribution _
i = Sub session
w--\J Tables [ Display active sessions at 2411212008 00:00:00
[3h = Database manager
EJ [ Scheduler [ Murnber of computers |1 Sessiontypes  |Mone =)
 Options
‘working hours
[F]Display sessions  |outside waorking hours [ warksation usage during waorking hours anly
Begin [05:00:00 Monday Wednesday Friday
end [15:00:00 Tuesday Thursday Saturday Sunday
L
[T Group by LUser Sart order Ascending &
Sort field Logon time &
b
Fram: |First event |s) 06/04)2009 00:00:00
Ta Last event | 07 /04)2009 00:00:00
i
Database provider: |3ystem.Data, OleDb E2]
Connection string: |Provider=Microsoft, Jet, OLEDE. 4,0;Data Source=4\vrouter|cf\Program Files|ISDecis s
Connection status: |Success
i
Session Hiskory ||
For additional information, please contact IS Decisions at one of the following:
(C) +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com l'@Al info@isdecisions.com
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3.5.4.2. Report Viewer

With the report viewer you

[E] Print your report.
Export the report.

can:

43 search for a text sequence in the report.

*4 Zoom in.
=3 Zoom out.
"/ Go to the next page.

1’ Go to the previous page.

() userLock

Files Repart  Windows Help

HEE-8 4

14 testt
15| test1?
= 1‘2& Reporter

| Database
il ion Hi:

1| Session Statistics
Server

1| User sessions

: 1 Agent distribution
B[] Tables
- Database manager
-7 Scheduler

_’3‘ Options

UserLock Documentation

i RN %
M A 1/10 oM =L |100% fewl| & | &)
8z
|5
EIES
UserLock Uz
Session History 1z
Ie
07 (042009 a2
Configuration M 5,
- Fulf sesnion ]
- Logon without ibgolf i
- fogof without fogon
- Logon denied
Session types: 4§
Sort filter
Sort Reld Logon &ine
Sort order Descanding
Ewents between 21,/01,/2004 18:09:51 and 26,/02/2004 18:28:58
Logon time Logoff time User Domain Computi
1, v
o 260212004 17:26:48 [ = userd MYDOMAIN WORKSTATIONOS
3, ¢
S 26/02/2004 16:20:28 = g userd MYDOMAIN WORKSTATIONOT
1, i
> 260212004 14:37:15 i 26/02[2004 17:45:30 userd MYDOMAIN WORKSTATIONOS
1 3
T IR0Z(2004 09:26:12 [ 26{02/2004 18:25:58 user? MYDOMAIN WORKSTATIONOL
: &
w2 26/02/2004 09:19:36 = user? MYDOMAIN WORKSTATIONOS
3, 2
> 26/02/2004 09:15:15 =] 26/02/2004 14:35:57 usert MYDOMAIN WORKSTATIONOS
3, i
> 26/02/2004 09:02:35 e 26/02[2004 17:15:41 userl MYDOMAIN WORKSTATIONOG
4, 1
o 25/02/2004 17:43:07 [ 25/02[2004 18:28:15 userd MYDOMAIN WORKSTATIONOT
3 3
-2 25/02/2004 09:13:16 [ 25/02[2004 17:07:28 userl MYDOMAIN WORKSTATIONOS
1, ¢]
2 25/02/2004 09:12:27 =] 25/02/2004 18:01:16 usert MYDOMAIN WORKSTATIONOS
3, 3
> 25/02/2004 09:07:48 = 26/02[2004 17:43:52 users MYDOMAIN WORKSTATIONO4
e ieAseiei s ‘&
< Il %

Progress

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com I‘%’l info@isdecisions.com
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3.5.4.3. Export a report
To export a report you need to:

1- Click on the Export button in the report viewer.

() userLock - 8 %
Files Report ‘Windows Help
-EEEE - RINCTK o
I_ Export to FOF %CtrI+E B
(=g UserLock. Export to 5LS A §
EHE Servers Export to TXT B i I
| test: ock 1=
(Bl | Export ko C5% = - e
(8 test: 5sion History 2
= "‘E_“, Reporke Export to HTML =
5 = 07042009 T
E‘\J Rep Export ko MHT uration Il %
H == BRI
: Export ko RTF 7 without fogod¥
S —— ey b fogon
{111 Session Statistics - {agon denied
LB 18 Server Session bypes A
: : {1l User sessions Sout Filter
{7714 Agent: distribution Sot field {ogon éime
d Tables Sort order Descending
E+J > Database manager Events between 21,/01,/2004 18:09:51 and 26,/02,2004 18:28:58
: ! Seheduler
 options
Logon time Logoff time User Domain
a a
P zpf0zjz004 172645 0 = userd MYDOMAIN
a a
¥ 26/02/2004 16:2028  F = users MYDOMAIN
a a
P 26/02/2004 14:37:18 7 26/02/2004 17:45:30 | userd MYDOMAIN
o] o}
P zefozjzond 0mzeilz 0 26/02/2004 18:25:58  user? MYDOMAIN
a a
P zef0zjz004 021936 0 = user? MYDOMAIN
a a
P 26/02/2004 09:15:15 7 26/02/2004 14:35:57  userd MYDOMAIN
a a
P ze/0zjz004 09:02:35 7 26/02/2004 17:15:41 | userl MYDOMAIN -
_(_ 1l _}_
Progress

2- Choose the export format you are interested in:

Comma delimited file .csv (usable with Excel).

Excel document .xIs.

Portable document file .pdf (viewable with Acrobat Reader).

Rich text .rtf (viewable with Word, WordPad).

Text file .txt (viewable with the notepad).

Web page .htm (viewable with a web browser).

RemoteExec computer list .rec (you can load the computer list in RemoteExec to run tasks on these
computers) .

To o I 3> I 3> D

3- Choose the file name.

4- Click the Save button.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.4.4. Save/Load report configuration

A report configuration consist in the connection information allowing to retrieve data from the UserLock server
or the UserLock database, filter settings, sort/group settings and other options that will impact how the report
is displayed.

The time frame for database reports is saved relatively to the current day. So for example if the saved time
frame is the previous day, when you load the configuration file in the feature, the time frame will still be the
previous day. This allows you to generate reports at schedule times in order to automatically update for
example an intranet web site.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.5. Database manager

3.5.5.1. Logon Cleaner

By default UserLock keeps logon events indefinitely. It's possible to remove old logon events to prevent the
database from being too big.

Go to the Logon Cleaner scope node. Select the operation needed. If you choose Erase records older than
operation, type in Configuration (in days) field the number of days you want to keep and start the process
clicking on the Launch button (first button from the left in the tool bar).

If you want you can also schedule the job to clean the database regularly and automatically. After configuring
the number of days to keep click on Schedule button (second button from the left in the tool bar). Configure in
the task properties when the job should be started.

For example to remove each month all logon events older than one month.

() UserLock =S
Files  Action ‘Windows Help
[coorainie= 5 x [ 3
o
— =3
= (g UserLock . =
B 5[ servers =
5 kestl Operation Erase records alder than e =
F Protected accounts o
) Messages Configuration {in days) |30 g
1 User sessions o
54 Agent distribution Limit: date 0BJ03/2008 15:13:26
[k 5] testl?
[_:Er_lr Reporter Database informations
ENE
:] Reports Record counk BES
EH ) Database
: |_]-,| Session Histary )
i = ) o Begin date 21/01/2004 18:0%:51
“1ld Session Statistics
B3] Server
J - _ End date 26/02/2004 15:26:55
{1l User sessions
| EI Agent distribution Inkerval v
Iﬂ,‘J Tables
E—J 7] Database manager
e Logon cleaner D
) Scheduler
 options Database provider: |Syskem,Data, OleDb i
Connection string: | Provider=Microsoft, Jet OLEDE.4.0;Data Source=0nCopyiUserLockl ==
Connection status: |Success
Logon cleaner |
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com l@’! info@isdecisions.com
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3.5.6. Scheduler

3.5.6.1. Scheduler
The UserLock console integrates a scheduler. The following tasks can be scheduled:

A Generate reports and send them by E-mail
A Clean old logon events in the UserLock database

() uUserLock TS
Files Actions ‘wWindows Help
Configuration tree | Configuration ﬁ
a
Ek g UserLock |2
L Scheduler -
5[ Servers | | | | . |
£ ©opddtask | Deletetask | | Edit schedule
= Ln' Rn.apnrter UserLock/Scheduler 2 ikemis)
= \j Reports Mame & | Mext run time | Last run time | Status | Last result | Last start status |
| Datsbase 2arn old logons Mot scheduled 0
Mewver run 0

L—J __

11b Session history Weekly reparts  16/05(2009 09:00:00
§ el gl Session statistics
= 5 Server

{11 User sessions
{1y Agent distribution
=---‘$@ Dashboard
I'ﬁ-d Tables

HHige Database manager
| Logon cleaner

= o] Scheduler
E—JIE Weekly reports
Do 1| Session histary
1l Session history
- L Notification
B{E Clean old logons
_, Logon cleaner

& COptions

Scheduler ||

(@ www.isdecisions.com I‘%’l info@isdecisions.com

For additional information, please contact IS Decisions at one of the following:

a +335.59.41.42.21

(C) +335.59.41.42.20
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3.5.6.2. Schedule areport

In order to generate reports at scheduled times and send them automatically at scheduled times please follow
these steps:

A Configure the report and click on the Schedule button (second button from the left in the tool bar).

A Select a name for the new task:

() userLock TS
Files Action ‘Windows Help
I sion Hiskory E ﬁ
&
@
b -
o1}
o
il
ol
=
=
T
;l‘_
@ add in a new task with the Follawing name MyMewTask
Add in the Following existing task LogonCleaner
& Tabl
| "J 5 TTENn Senan
kg Database manager [ Display active sessions at 24f12{2008 00:00:00
% Scheduler
1 (ptions [“] Mumber of computers |1 Session bypes |4l £
‘Working haurs
[ Display sessions | outsides working hours []Warksation usage during warking haurs anly
Begin |[0&:00:00 v| Monday v|Wednesday v|Friday
£rd [Tmmonon ¥ Tuesday v Thursday Sakurday Sunday
N
Tl oL 1l el oo Fimmmm. i
)
Session History |
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 ;sa +335.59.41.42.21 (@ www.isdecisions.com l'%’l info@isdecisions.com
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A The standard Windows task settings are displayed, configure the schedule of your task.

L i1

UserLock report W
Task | Scheduls Settings|

1.8 %00 &M every day, starting 5/29/2007 v/
[ Mew ] [ Delete ]
Schedule Task: Start tirne:
| Daily v|| sooem (2] [ Advanced..
Schedule Tazk Daily

Show multiple schedules.

()4 ][ Cancel H Apply

For additional information, please contact IS Decisions at one of the following:

+335.59.41.42.2 - +335.59.41.42.21 .isdecisions.com & info@isdecisions.
(C) Pl%:’g 59 0 a FE§3X35 59 ( WXgWI isi B :Enm;)”@ls ecisions.com
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A The task is added in the Scheduler and you need to configure where reports should be stored and in
which format by using the last section Document generation added to the report configuration:

() UserLock

Files Actions Windows Help

B E-

= {5 Userlock.

[ 5| Servers

£y

ik

= ‘"E_lly Reporter
[+ | Reparts
L:J Database
11| Session histary
1| Session skatiskics

| Server
IEl,‘J Tables
(=5 0] Database manager

| Logon cleaner

2 Scheduler

L+JLT'§ wWeekly reparts
E}@ Clean old logons
E}@ MyMNewTask

B Session history

2=l
=
=
2
w2
Session Filker [T]User name sb
Full sessions
["] omain name
Logon without logoff
] Computer name
Logoff without lagon
[ Client address
Logon denied
[ Client name
Sub session
[ Display active sessions ak 25(12/2008 00:00:00
[CIMumber of computers |1 Session bvpes | Interactive 5]
Working hours
[ ] Display sessions | outside working hours [T]Worksation usage during working hours only
Begin |0&:00:00 Monday Wednesday Friday
end [aomon Tuesdary Thursdary Saturday Sunday
LV
L ¥y
L ¥
LV 4
L
First file bo generate i\ Temnp!Session history, pdf
"] Second file ko generate
[ ] Third File to generate

Session history ||

If needed you can repeat all previous steps to schedule other reports in the same task. Instead of creating a
new task each time, add the new actions in the already existing task.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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A Add a notification action for the task to send the report by E-mail:

() userLock

Files Actions ‘windows

e

Elﬂ UserLock
{3 Servers
= ‘".Eﬂ, Reporter
C—} || Reparts
= | Database
{1k Session hi

[k 5| Server
&"},‘J Tables
-\ > Database manager

- | Logon cleaner

Weekly repaorts
Clean old logons

o Options

1l Session statistics

Help

| corfassienies & x |

istory

figuration

MyNewTask

UserLock{Scheduler/MyMewTask |F'.dd mati '%ati0n| |ml |"'m"'| |"'"‘Uﬂ""'"| |m| 1 itemis)

Marne | Type Descripkion

["suomw|

TaskConfiguration |

A The notification action was added, you need to configure it:

UserLock Documentation

() userLock TI=RES
Files Actions ‘Windows Help
Z -85 [H-
[=h- {5 Userlock b §
@jﬂ Servers )
L:‘"El, Reporter
ER[Z] Reports Send documents by E-mail
LB | Database
{1k Session history Toi youremail@ryourdomain. com
| 11| Session statistics
(- 3] Server Ce:
IE},‘J Tables
- = Database manager Bec:
- | Logon cleaner
Scheduler Subject: | UserLock Documents
L@ Weekly reports
I:r‘JL% Clean old logans
= L@ MyMewTask Don't process more actions For these documents
ﬂ Session history
B 1) ification
 Options
EmailtatificationConfiguration |
A The first time you also need to configure the UserLock console SMTP settings.
The report is now scheduled. Just wait the scheduled time to get the report in your mailbox.
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 ;sa +335.59.41.42.21 (@ www.isdecisions.com l'%’l info@isdecisions.com
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3.5.7. Options

3.5.7.1. Console Options

You can configure the following settings in the console options:
A SMTP settings

A Report logo

3.5.7.2. SMTP settings

In order to be able to send documents by E-mail at scheduled times, the UserLock console needs the SMTP
settings of your mail server and the E-mail address that will be used as sender address.

These settings are different from the UserLock server SMTP settings as they are use by the console and not
by the UserLock service.

() UserLock - O %

Files Actions ‘Windows Help

Configuration tree Configuration

sUnIY

= % UserLock LA
Bk 5| servers
= ":E_'L Reporter
EJ || Reports Server: mailserver
IBJ Tables
= Database manager Part: 25

=

|| Logon cleaner

=73 Scheduler From: administrator@rmydomain, com
E”—?Eﬁ Weekly reports
@@ Clean old logons

e Opions

Opkions |

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.7.3. Reportlogo

You can insert the logo of your own company in all UserLock reports. Just select an image file in the text box
Choose your header logo.

You can also specify a small logo that will be displayed in the footer on each page and a text that will be
displayed right to the main logo.

() UserLock = =R

Files  Ackions Windows Help

El--_(_i UserLock
B 5[ Servers

B ":!]_FL Reporter

E j Reports Choose vour header logo Choose your header text | slogan
B

sLI0IY

€ €

| Database

: 1l Session history

¢ el Session stakistics
Bk 15| Server

1l User sessions
|_i_J| fgent distribution D\ CopwharchivestaviMes documentsiiy F... (s R

.21 Dashboard Mo picture Mo et
41| Tables
i Database manager

Di\CopyiarchivesiaviMes documentsity F... s ~
Mo picture

Choose your Footer small logo

: ._, Logon cleaner
EHT) Scheduler

EJLT'y Weekly reports
7 Clean old logons

Opkions |

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3.5.8. Web console
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3.5.9. Web console overview

The web console will allow any UserLock administrator to administrate UserLock from any computer. The only
requirements are Internet Explorer 6 or more (7 or more recommended) or FireFox as browser and optionally

Acrobat reader if you want to display reports from the web console.

Access permissions to the web console are the same as the Windows console. You can configure them in

server properties.

A Installation procedure

UserLock Documentation

A Features specific to the web console (for common features please see the Windows console)

A The SysLocator

@ UserLock Web Admin - Windows Internet Explorer

B0jf=] <

E—

L i |g, http: Hflocalhost: 477 1/ serSessions fUserSessionDef aulk, aspx

M 3|1 % | |Search Gaoogle

Ll

Google | & -

M Search W [& Find ~

% b '.:'SignIn i

{:? ﬁ'ﬁi’ I @ UserLock Web Admin

B (g Choose server

g Agent distribution
E- [ Reports
|7 Sessions history

fbi-B

=

e -+ |k Page ~ () Tools -

Cu.nﬁg uration .

=] _j TEST1
£ Protected accounts ida Logoff
) Messages @ Lock

(i) Exportlist ...

User name

® view by users
O View by machines

|AII users/computers

74 Sessions statistic O | & TESTKARY3 | Terminal !
administrator administrator 2 472009 4;
O] | [} TESTP64/IN3 | Workstation
UL-USR.0000 UL-USR.0000 a Mone 4/7(2009 4
UL-USR0001 UL-USR.O0001 a Mone 4/7{2009 4
UL-USRO002 UL-USRO002 a Mone 4/7(2009 4
UL-USR.0003 UL-USR.0003 a Mone 4/7{2009 4
UL-USRO004 UL-USRO004 a Mone 4/7{2009 4
M
il I [i]
Dane %J Local intranet H100% <

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20 a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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3.5.9.1. Web console installation

If 1IS is already present when you install UserLock on the server, you will be automatically prompted to install
the UserLock web interface. If you click yes the UserLock web interface configuration tool will be displayed.

The UserLock web interface configuration tool can also be started later from the UserLock Tools.

Just select the IIS web site on which you want to install the web interface and click Install in the UserLock web
interface section.

Warning!
A ASP.NET needs to be installed on the IIS server (if not you get a 404 error). You can install ASP.NET
with the following command line :
fkWindowsDir>\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe ii 0

A On Windows 2008 you also need to install the 1IS 6 metabase compatibility with 11S. Without this
component the web configuration tool will not detect that 11S is installed.

A On 64 bits servers you need to make IS run in 32 bits mode with the following command line:
fcscript %SYSTEMDRIVEY\inetpub\adminscripts\adsutil.vbs SET
W3SVC/AppPools/Enable32bitAppOnWin64 16

Optionally you can install the Syslocator if you want to allow your users to locate free computers.

% UserLock web interface configuration |

s UserLock

v Configuration Wizard

15 waz detected on thiz computer 2o pou can install the UserLock web interface in
arder o administrate Uzerlock through a web browser.

WARMIMNG | ASP need to be enabled on the (15 server

Pleasze select the web site on which to install Userlock web interface or SyzLocator:

Default weh Site =]

— zerlock web interface

[rztall | [l pdate | R ermowve |

The UsgerLock web interface iz inztalled an thiz web site. Accessz it at
"http: AATEST 44U LAdmIR"

— Syzlocator

'ou can inztall Syzlocator interface in order to locate available syztemns through a
web browser.

Irztall [ pdate Rermove

The Syslocatar interface iz inztalled on this web zite, Access it at
"hitp: AATEST 445 vsl ocator'

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Installing the web console on another server:

UserLock Documentation

Theoretically you can install the web console on another server than the UserLock server however this is a

litttle more complicate in reason of authentication issues.

With the default IS configuration you will get an access denied if you try to connect the web console to a

remote server (in the point of view of the web server).

In order to avoid this you either need to change the authentication mode to basic on the ULAdmin virtual folder
(but also enable SSL in order to avoid that your password is sent in clear through the network) or enable

delegation for the account running the IIS application.

"_E UserLock Web Admin - Windows Internet Explorer [Z]@
\__: ) - |§, http: fflocalhost:4771f [V_l 2 || % 2~
Google | & ~ [VJ Search + W ** T
rerrr———. W - »
Wk [@Usermck Web Admin ] I f-?i - B fsy - ik Page v 0k Tools -
]
Choose server ...
(*) Local server
D Server name =
@ Conneck
[l
4 | u | (2]
Done ‘ﬂ Local inkranet + 100% -

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20 a +335.59.41.42.21

(@ www.isdecisions.com

info@isdecisions.com
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Web console features

The UserLock web console features are pretty similar to the Windows console so we will only list differences:

A

> D> >

The result in User sessions and in Agent distribution is paged and you can change the number of
lines per page.

The Logon Cleaner is not available in the web console.

The Scheduler is not available in the web console.

The report configuration is simplified. Use the UserLock Reporter instead if you need all settings.
When you add a Protected account you cannot browse the Active Directory.

When you add client restrictions for a Protected account you cannot browse the Active Directory for
computers.

You cannot configure several Protected accounts at the same time using multi-selection.

User sessions in the web console (by user view):

-

UserLock Documentation

& UserLock Web Admin - Windows Internet Explorer [;JEIJW
—
T |g http: fflacalhost: 4771 UserSessions/UserSessionDef ault . aspx M 211 3| |search Google 2=
Goi glE a- MSearch“W @Find* 2 e::\;," ';'Signln L2
o I@UserLock Web Admin [ ‘ @Y ® E:Q | Page - »_’j' Tools -
Configuration
B [§; Choose server
E- (§ TESTL
{—' Protected accounts __%. Logoff ® view by users
[F] Messages &P Lock O View by machines
5 Agent distribution (i) Exportlist ... All users fcomputers
= ,_[l| Reparts
‘_é's Sessions history iy Only users/computers with sessions E type Last logon ¢
i_{:jl Sessigns statishic Only active sessions {unlocked) Terminal |
administrator administratd Only sessions on unavailable computers 47/2009 4:
Users/computers with more than one session Workstation
UL-USRO000 UL-USRO000 a Mone 4/7{2009 4
UL-USRO001 UL-JSRO0D1 a Mane 4/7{2009 4
UL-USRO002 UL-UJSRO002 a Mone 4/7{2009 4
UL-USRO003 UL-USRO0D3 a Mane 4/7{2009 4
UL-USRO004 UL-UJSR.0004 a Mone 4/7{2009 4
e 8
il I [il
Dane 8J Local intranet H100% T
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com l'%’l info@isdecisions.com
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Agent distribution in the web console:

P@ UserLock Web Admin - Windows Internet Explorer L._MEI_]E
@.;:; - |g http: flocalbost: 4771/ AgentDistribution/Default, aspix M 3l % Se;arc-h Google P~
Go glE 3 - - M Search 1+ W @Find - » % b -._;_'Sign s
W l@UserLockWeb Adrmin l_\ - B fh » -k Page ~ {CF Tools -

B+ [§; Choose server

&- (§ TESTL Automatic mode: Disabled
£ Protected accounts i
e & Install 5» Properties

:E_:,} User sessions ~g Uninstall (53 Start Automatic mode

L
ﬁ. Agent distribution | =¢ Reboot

8- (i Reports || () Exportlist...

|77 Sessions history

N ) - | Agent Display only DC
|£3, Sessions statistic . . . .
[l ABARDO-00 Desktop Display only machines mﬁw%ﬁﬂje agent installed 25:39
i Display only unavailable machites 5
[ | aBaro0-01 Desktop TURKRGWRA s :
[ | aBaROD-02 Desktap Unknawn :g (20034525255
[ | aBaR0D0-03 Desktap Urknawn :g {200s Aana vl
<] | B
Dione & Local intranet H100% <
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If you have in your organization a lot of free access computers (typically for school or university) and if you
have a computer naming convention allowing you to extract the room and the building of each computer, you
can specify the localization mask in the UserLock server properties and install the SysLocator with the

UserLock web configuration tool.

The SysLocator is a public web interface that will allow your users to quickly locate free computers in order to

logon on the network.

The SyslLocator can be customized by changing the title, the description and the logo in the file
ULPublic\Config.asp in the UserLock installation folder ("C:\Program files\ISDecisions\UserLock" by default).

& http:/Artest10/5ysLocator/ - Windows Internet Explorer

)=}

whesk10,

@ -::1.» ~ |el

5ip Favorites & http:/fvtest10/SysLaocatar]

[BE

B | r,%; * Page ~ Safety = Toaols - .@.- b

-
—_—

Computer count: 1000

SYSLOCATOR

Find today’'s desktop

Online computer count: 675

Welcome to SysLocator
folder.

Example of description to display to users:

free desktops or to only display computers from a specific buillding/room.

This description, the title and the logo can be customized by editing the file ULPublic\Wweb.Config in the UserLock installation
The syslocator will allow your users to easily find a free computer on your network.

This web page wil help you to find a free desktop in order to logon on the network. You can filter the result to only display

~

Session count: 2

Display 50 machines per pi

# Machine A | Availability Status Building A | Room N
= Building:
= Room:

5. ORDINATEURL Free Offline

El: ORDINATEURZ2 Free Offline

5l: ORDINATEUR3 Free Offline

5. ORDINATEUR4 Free Offline

s VTEST1A In use Online

e VTEST1B In use Online

= Buiding: A (Continued on the next page)
E Room: AA

B STATIONA-AA-AA Free Offline A AR

B STATIONA-AA-AB Free Offline A AA

B STATIONA-AA-AC Free Offline A AR

B STATIONA-AA-AD Free Offline A AA

B STATIONA-AA-AE Free Offline A AR

B STATIONA-AA-AF Free Offline A AA

Bl STATIONA-AA-AG Free Offline A AR (e

< ] i | [ >]
‘-:J Local intranek g v | ®io0wm -

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20 a +335.59.41.42.21

(@ www.isdecisions.com
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3.6.1. UserLock Agents
UserLock uses three different agents:
A The Desktop agent in order to protect interactive sessions on workstations or on terminal servers.
A The RRAS agent in order to protect VPN sessions on a Microsoft Routing and Remote Access Service.

A The IAS agent to protect RADIUS authenticated VPN sessions on a hardware router.

3.6.2. Desktop agent
3.6.2.1. The UserLock desktop Agent

UserLock needs agents to be installed on the protected workstations or terminal servers so they can ask the
UserLock primary server if they should let the user logon or not.

If the user is not allowed to logon the agent displays a message explaining the reason.

For more information about the agent you can read the following pages:
A UserlLock agent technology presentation
A How does the agent find the UserLock primary server?
A How to install the agent by yourself on a workstation?
A Install the agent with the msi package

3.6.2.2. The Agent Technology

For Windows 2000/XP/2003 computers

The agent is a GINA dll (Graphical Identification and Authentication dynamic-link library). Each time a user
logon or logoff the WINLOGON process will call the UserLock GINA to authenticate the user. The UserLock
GINA forwards in a first step the call to the standard Microsoft GINA. If the user is successfully authenticated
by the Windows security the agent will notify the UserLock primary server and UserLock will apply its own
rules in order to accept or reject the logon.

Other products need to replace the original Microsoft GINA dll. For example the Novell client, Smart Card
authentication systems or old version of PCAnyWhere. If you are using such products you should check in a
first step that the UserLock agent works correctly with your software on a single test workstation before
deploying it.

For Windows Vista/7/2008 computers

The GINA technology was removed from Windows Vista so UserLock uses a different technology on these
computers.

When a session is authorized the system starts the Userlnit process in order to initialize the session.
UserLock just configure the system to start the ULAgentExe process instead. The ULAgentExe process ask
the UserLock server if the session is allowed and then only if the session is allowed the Userlnit process is
started in order to initialize the session. Otherwise the session is closed.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com
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3.6.2.3. Agent/server Communication
How does the agent find the server?

The UserLock primary servers always deploy its own network address and the network address of the backup
server to all agents. The agent will normally be able to contact a UserLock server without problem.

The agent respectively tries the following ways to contact the server:

A The UserLock primary server. (Deployed address).

A The latest successfully contacted server (If different from the primary server).

A The UserLock backup server (Deployed address) (If different from the latest successfully contacted
server).

A Tries to contact a server named UserLock.

A Tries to contact a server named UserLockBackup.

A At last, the agent sends a broadcast and wait that the primary server replies with the required network
address.

Protocols used by the communication

The agent contacts the UserLock server with the Microsoft print and file sharing protocol (SMB TCP 445).
Typically clients workstations need to be able to access shares on the UserLock server.

The agent also tries to ping first the server before initiating the communication so the ICMP protocol should
also be allowed between clients and UserLock servers.

3.6.2.4. Installing the agent manually

In most cases the UserLock primary server can deploy the agent on all workstations and terminal servers and
you don't need to do this by yourself.

For Windows 2000/XP/2003 computers

Installing the agent means copying the UlAgent.dll file (located in the UserLock folder on the primary server
"c:\program files\ISDecisions\UserLock2000") in the System32 directory of the workstation and set the
GinaDLL value to "UlAgentdll" in the HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows
NT\CurrentVersion\Winlogon key. Administrative rights are required to set this value.

For Citrix terminal servers

Citrix metaframe use its own GINA dIl so on these servers you should specify the UserLock agent in the
registry value ctxGinaDll instead of GinaDII so the Citrix GINA will be in charge to call the UserLock GINA.

For computers with another GINA already installed

In this case the GinaDIl registry value already exists and you need to rename it to OldGinaDIl and create a
new GinaDll value with "UlAgent.dll" as data. With this configuration the UserLock GINA will be in charge to
call the second GINA and normally the two GINA will be able to work together.
If the other GINA needs to be loaded first you should let the previous GinaDIl value and read the
documentation of the concerned product in order to know how this GINA can load the UserLock GINA. In most
cases you will need to specify "ULAgent.dll" in another registry value (like the ctxGinaDIl value of Citrix
terminal servers).

Once done, the workstation or the terminal server needs to be rebooted.
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For Windows Vista/7/2008 computers
For this operating system you need to copy the file UIAgentExe.exe in the system folder and register it with
the following command line:

ULAgentExe.exe /SERVICE S

Then start the UserLock agent service using the Services console or the following command line:
net start UlAgentService

There is no need to restart the computer.

Communication settings

Additionally the following values should be set in the WinLogon registry key for all kind of computers to allow
the agent to contact without problems the UserLock server:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

A UserLockServer (REG_SZ) with the name of the primary server.
A UserLockServerBackup (REG_SZ) with the name of the backup server.

3.6.2.5. Windows Installer Package

The UserLock desktop agent can be deployed with the following msi packages by using Active Directory
group policies or with a third party deployment tool.

32 bit desktop agent:
http://www.isdecisions.com/download/UL5/ULAgent x86.msi

64 bits desktop agent:
http://www.isdecisions.com/download/UL5/ULAgent x64.msi

By default communication settings are not configured. You need to specify some msi properties for the msi
package.

Command line example to install the msi package silently:
fimsiexec /i ULAgent_x86.msi /gn USERLOCKSERVER=YourUserLockServerName
USERLOCKSERVERBACKUP=YourUserLockBackupServerNameo
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3.6.3.1. The UserLock RRAS agent

A Windows server can be configured in order to manage RAS sessions. To do this you need to install the
Routing and Remote Access Service provided with Windows.

The UserLock RRAS agent was specifically designed to be loaded in this service (See RRAS agent
technology).

The RRAS agent can be deployed with the UserLock console or installed manually.

3.6.3.2. RRAS agent technology

The RRAS agent is a RAS administration dll registered in the RRAS service.
This dll is called each time a session is opened or closed. You will find more information on this in the
following page of the MSDN: http://msdn.microsoft.com/en-us/library/aa377847(VS.85).aspx

Several dlls are allowed so you should not have any conflict if a RAS administration dll is already installed.

3.6.3.3. Manual installation of the RRAS agent
Follow these steps to install the RRAS agent manually:

A 32 bits RRAS server
Copy the file ULRrasAgent.dll from the UserLock server installation folder to the RRAS server
system32 folder.

64 bits RRAS server
Copy the file ULRrasAgent_x64.dll from the UserLock server installation folder to the RRAS server
system32 folder and rename it to ULRrasAgent.dll.

A Register the agent with the following command line:
regsvr32 C:\Windows\System32\ULRrasAgent.dll

A Register communication settings with the following registry values to allow the agent to find the
server:
HKEY_LOCAL_MACHINE\SOFTWARE\ISDecisions\UserLock\RAS
- UserLockServer (REG_SZ) with the name of the primary server.
- UserLockServerBackup (REG_SZ) with the name of the backup server.

A Restart the Routing and Remote Access service. If the Internet Authentication service is also installed
you need to stop both services and then only restart them.
On Windows server 2008 you need to restart the computer, restarting concerned services will not load
the agent.

You can also uninstall the RRAS agent manually:

A Unregister the agent with the following command line:
regsvr32 /u C:\Windows\System32\ULRrasAgent.dll. When done the agent is disabled but still loaded.

A In order to unload the agent, restart the Routing and Remote Access service. If the Internet
Authentication service is also installed you need to stop both services and then only restart them.
On Windows server 2008 you need to restart the computer, restarting concerned services will not
unload the agent.
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3.6.4. IAS agent

3.6.4.1. The UserLock IAS agent

Important! on Windows 2008 the Internet Authentication service was renamed to Network Policy Service but
in our documentation we will always use the old name for simplicity.

On a Windows server the Internet Authentication service allows to authenticate users with the RADIUS
protocol. This protocol is used by hardware routers to authenticate VPN users and by WiFi access point to
authenticate WiFi client users.

The UserLock IAS agent was specifically designed to be loaded in this service (See IAS agent technology).
The IAS agent can be deployed with the UserLock console or installed manually.

3.6.4.2. IAS agent technology
The IAS agent is an Internet Authentication service extension dll registered in the IAS service.
This dll is called each time a user needs to be authenticated by IAS (RADIUS authentication) and when a

session is opened and closed (RADIUS accounting). You will find more information on this technology in the
following page of the MSDN: http://msdn.microsoft.com/en-us/library/bb891989(VS.85).aspx

Several dlls are allowed so you should not have any conflict if an Internet Authentication service extension dll
is already installed in IAS.

3.6.4.3. IAS agent manual installation
Follow these steps to install the IAS agent manually:

A 32 bits IAS server
Copy the file ULIasAgent.dll from the UserLock server installation folder to the RRAS server system32
folder.

64 bits IAS server
Copy the file ULlasAgent_x64.dll from the UserLock server installation folder to the RRAS server
system32 folder and rename it to ULlasAgent.dll.

A Register the agent with the following command line:
regsvr32 C:\Windows\System32\ULlasAgent.dll

A Register communication settings with the following registry values to allow the agent to find the
server:
HKEY_LOCAL_MACHINE\SOFTWARE\ISDecisions\UserLock\IAS
- UserLockServer (REG_SZ) with the name of the primary server.
- UserLockServerBackup (REG_SZ) with the name of the backup server.

A Restart the Internet Authentication service. If the Routing and Remote Access service is also installed
you need to stop both services and then only restart them.
On Windows server 2008 you need to restart the computer, restarting concerned services will not load
the agent.
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You can also uninstall the IAS agent manually:

A Unregister the agent with the following command line.
regsvr32 /u C:\Windows\System32\ULlasAgent.dll
When done the agent is disabled but is still loaded.

A In order to unload the agent, restart the Internet Authentication service. If the Routing and Remote
Access service is also installed you need to stop both services and then only restart them.
On Windows server 2008 you need to restart the computer, restarting concerned services will not
unload the agent.

For additional information, please contact IS Decisions at one of the following:
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3.7. Reports

3.7.1. Reports
All reports are available in the UserLock reporter included in the UserLock console.

A Database reports
If the insertion of all logon/logoff events in a database is enabled you will be able to analyze this
information with the two following reports:
- Session history: Displays the history of all user sessions.
- Session statistics: Displays the time that each user is logged on.

A Server reports
- User sessions: Display a printable version of User sessions in the console
- Agent distribution: Display a printable version of Agent distribution in the console
- Dashboard: Display a printable version of the Dashboard in the console

3.7.2. Database reports
3.7.2.1. Database reports
These reports retrieve their data from the UserLock database where all logon events are logged.
A Session history: Displays the history of all user sessions.
A Session statistics: Displays the time that each user is logged on.
3.7.2.2. Session history
This report is designed to display and print an historical view of all user sessions on your network.
Connection string
Specify here the connection string to the UserLock database. You can generate the connection string with the
database wizard. If you run the report from the UserLock administration console the connection string is

automatically set.

From
If you want to display only recent logons select Event of and specify a date and a time.

To
If you want to display only old logons select Event of and specify a date and a time.

Display active sessions at
If you want to display only active sessions at a specified time, check this and specify the date and the time.

Full sessions
Check this in order to display sessions with a logon and logoff

Logon without logoff
Check this if you want to display sessions with no logoff event.

Logoff without logon
Check this if you want to display sessions with no logon event.
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Logon denied
Check this if you want do display logons rejected by UserLock.
The report will also display logons denied by Windows (e.g. invalid password).

Sub sessions

By checking this option the report will consider a locked sessions as not connected. A lock event will be
considered as a logoff and unlock event as a logon. In the report a lock/unlock event is displayed with a
padlock.

Sort options
You can sort sessions according the logon or logoff time.

Filter on fields
You can filter sessions on the user name, user domain, computer name, client address or/and client name.

Sessions outside working hours
Display only sessions outside working hours.

Workstation usage during working hours only

At the end of the report all statistics will be calculated only during defined working hours instead of using the
whole report length.

Number of computers

Used to calculate the workstation usage. If nothing is specified UserLock determine this number with all
computers displayed in the report.
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3.7.2.3. Session statistics

This report is designed to display session statistics for each user or for each machine. The following fields are

displayed for each user:

User name, number of sessions, total session time, average session time, average connected time per
working day and per week, first logon time and last logoff time.
The Average time per working day and the Average time per week will have a meaning only for time interval
greater than a week and preferably a week length multiple (Interval = n*7 days).

Connection string

Specify here the connection string to the UserLock database. You can generate the connection string with the
database wizard. If you run the report from the UserLock administration console the connection string is

automatically set.

From

If you want to display only recent logons select Event of and specify a date and a time.

To

If you want to display only old logons select Event of and specify a date and a time.

Sub sessions

By checking this option the report will consider a locked sessions as not connected. A lock event will be

considered as a logoff and unlock event as a logon.
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Sort

You can sort sessions according to the user name, number of sessions, total session time or/and average
time per session.

Filter
You can filter users on the user name, user domain or/and average time per working day or per week.
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3.7.3. Serverreports
3.7.3.1. Serverreporis
These reports retrieve their data directly from the UserLock server as do the UserLock console.
A User sessions: Display a printable version of User sessions like in the console
A Agent distribution: Display a printable version of Agent distribution like in the console
A Dashboard: Display a printable version of the Dashboard in the console

3.7.3.2. User sessions

This report displays a printable version of what you see in User sessions in the console. Filter capabilities are
the same as in the console. This is an instantaneous view of all user sessions.
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3.7.3.3. Agent distribution

This report displays a printable version of the agent distribution status displayed in the console. Filter
capabilities are the same as in the console.
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3.7.3.4. Dashboard Report
This report allows you to display a printable version of the dashboard as you can see in the console.
You can select which graph you want to include in the report.
b
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Display "Session breakdown”
Cisplay "Agenk statistics"
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3.8. Troubleshooting

3.8.1. Troubleshooting

In order to help you to fix problems that could occur during the use of UserLock you will find hereafter a
reference for most common problems and error messages.

Deployment issues

Server connection issues
Synchronization issues
Databases issues
Administrative logoff/lock issues
Notification issues

> I I > I D

3.8.2. Deployment problems
If you are not able to deploy the agent on a workstation you can test first if:

1- The workstation registry is remotely accessible from the server (using regedit)?
2- The workstation administrative share \\workstationName\admin$ is accessible from the server?
3- You can ping the workstation (specify the name as displayed in the UserLock console)?

If the Windows XP SP2 (or Vista) firewall is enabled on your workstations you should read the document XP
SP2 firewall configuration installed with the product. You can also download it from here.

Hereafter are some common error messages of a deployment issue:

- Failed to open the WinLogon key on %WorkstationName% registry (Error=0x0005). The access is
denied.
A The UserLock service account hasn't the administrative rights on the workstations. In this case, check
that the UserLock service account is member of the "Domain admins” group.

- No answer to the ping
A The computer is down or doesn't exist.
A The name of the workstation (as displayed in the console) cannot be resolved due to a WINS or a
DNS problem.
A A firewall between the server and the workstation blocks the ICMP protocol (ping).

- Failed to contact the computer %WorkstationName% with Windows protocols (Error= 0x0035)
A The File and printer sharing network component is not installed on the workstation.
A The File and printer sharing network component is not enabled on the network connection.
A The server service is not running on the workstation.
A The File and printer sharing protocol (SMB TCP 445) is blocked by a firewall.

- Failed to connect to %WorkstationName% registry (Error= 0x0035) The network path was not found.
A The remote registry service is not running on the workstation.

- Failed to copy the agent file on %WorkstationName% from %source% to %destination%
(Error=0x0035).

A The administrative share ADMINS$ does not exist on the workstation. You should enable it again. The
two following values (REG_DWORD) in the registry key
fHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters should
be set to 1: AutoShareWks, AutoShareServero
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3.8.3. Server connection errors
Here are most common server connection error messages for the UserLock administration console:
- Cannot connect - Error code: 0x0035 The server is not available.

- Cannot connect - Error code: 0x0002 The UserLock service is not started on the server. You just need to
start it.

- Cannot connect - Error code: 0x0079 The UserLock service is busy or has just stopped. You can try to
restart it. Check if the service did not stop unexpectedly and contact us if you get this error several times.

- Access is denied: You are not a domain administrator and you are not member of a group specified in
server permissions. You are not allowed to administrate UserLock.

If the agent is unable to contact the server, user sessions will be missing on the UserLock server. If you think
you are in this situation, you can enable the error message for clients: users will be able to see it and you will
be able to understand the problem.

3.8.4. Synchronization errors

If you get synchronization problems, the following events are generated in the Windows Application event log
(event source ul2000):

On the backup server
- The warning event 400: The primary server is not available.
- The error event 401: Check the description of the event to fix the problem.

On the primary server
Error event 402: Check the description of the event to fix the problem.

To avoid synchronization problems it is highly recommended to have the two clocks of the backup and primary
server synchronized.

3.8.5. Database problems

If you get database problems the following error events are generated in the Windows Application event log
(event source ul2000):

- 500: A logon/logoff event was not inserted. Check the description to understand why.

- 501: The service was not able to connect to the database. Check the description to understand why.

- 502: The server is probably overloaded and too many events are waiting in the queue for the database
insertion.
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3.8.6. Administrative logoff or lock errors

Here are most common error messages when trying to logoff or lock a session from the UserLock
administration console:

- The specified session cannot be found! The user session does not exist. This can occur after network
problems or on a backup server if all logoffs are not yet synchronized. Normally the "ghost" session will be
removed automatically after a while.

- Unable to contact the computer: This can occur if a user does not shutdown properly his computer. The
session remains in UserLock. You just need to start the workstation and the "ghost" session will be
automatically removed.

- Failed to logoff the session, Status: Failed to prepare: The UserLock server is unable to prepare the
workstation for the first administrative logoff. Check that the registry and the administrative share ADMIN$ are
remotely accessible from the server. This should not happen if you already successfully deployed the agent
on this workstation.

- Failed to logoff the session, Status: Failed to initialize: The UserLock server is unable to contact the
workstation with the RPC protocol. Check that no firewall disables the RPC protocol.

3.8.7. Notification problems

If UserLock is unable to send an E-Mail, one of the following error events is inserted in the Windows
Application event log (event source ul2000).

- 600 Failed to send an E-Mail. Check the description to understand why.
- 601 Failed to send an E-Mail because too many logon events occurred at a time.

If UserLock is unable to send a popup one of the following error events is inserted in the Windows Application
event log (event source ul2000).

- 650 Failed to send a popup. Check the description to understand why.
- 651 Failed to send a popup because too many logon events occurred at a time.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com

86



Windows" Systems: Know, Control, Act UserLock Documentation
3.9. Advanced

3.9.1. Database Reference

UserLock insert logon events in the UserLogonEvents table of the database. Please find hereafter the
meaning of each field.

Database fields

Field name Data type Field description

EventType integer Interactive sessions
0 logoff / 1 logon / 2 lock / 3 unlock / 4 logon denied by
UserLock/ 5 reconnect / 6 disconnect

The following events have been added for connections
denied by Windows:

10 Invalid password/11 account restrictions/12 account
locked out

RAS sessions
200 logoff / 201 logon / 204 logon denied

EventTime date time Date and time of the logon/logoff event

UserAccount string User account name

UserDomain string User domain

UserFullName string User full name

ComputerName string Logged on workstation or terminal server

ComputerSession integer 0 local console / >1 for terminal sessions

ClientName string Logged on workstation or terminal

ClientAddress string Workstation or terminal IP address

Sessionld string Session identifier

SubSessionld integer Sub session identifier. Increased by 1 after each unlock
event (new subsession)

Status integer If not null the event was not notified in realtime by the
agent

Errorld string Information to send to the support team if needed

LastError integer Information to send to the support team if needed
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3.9.2. UserLock internals

Since UserLock 4 version we have done some internal changes that you will not notice just by looking at the
user interface.

In UserLock 3 all decisions were made with the user access token and by using Microsoft security APIs to
know to which Protected accounts the user belongs. The problem is that the service knows the user access
token only during a logon event. If a decision needs to be made at a different time we need to do differently.

In UserLock 4 the service no longer uses the user access token. The service maintains the list of all members
of each protected group and each time a decisions need to be made the user name is searched through each
Protected account. The member list of all Protected accounts is updated each minute.

Doing so allows UserLock to logoff sessions according to time rules configured in Protected accounts. If you
add/remove a Protected account that concerns a specific user with a session already open. The new rules are
immediately effective. For example if a user ask you to exceptionally be allowed to work outside allowed logon
hours you will create a Protected account just for him with different time restriction or add it to a specific group.
Then you will not need to tell him to logoff and logon again to be able to continue his work outside allowed
hours.

In Windows when you change group memberships a user always need to logoff and logon again to make the
new membership effective.

This internal modification will also allow us to protect, in the version 5 of UserLock, different kinds of
authenticated session for which we can't retrieve the access token (RAS/VPN sessions).

Important!

As UserLock needs to maintain the member list of each Protected account we did the following optimization:
The Domain users group will always be considered as all users of the domain for UserLock even if
some users have been removed from it. Doing so will optimize the treatment speed as this group can be huge
in large networks. Additionally Microsoft doesn't recommend removing users from the Domain Users group as
this is the primary group as it will enforce domain controllers to manage the member list of this group and in
large networks the maximum member count can be reached leading to problems.

Consequence: If you have removed some users from the Domain users group and this group is a Protected
account, you may get a different behavior of UserLock for these users after an upgrade to version 4 or higher.
Be aware of this in particular if the most restrictive policy is active.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com

88



7 isdecisions

Windows Systems: Know, Control, Act UserLock Documentation

3.9.3. Logons denied by Windows

Since UserLock 4.02 you can display in the welcome message (thanks to new variables) and in the Session
history report logons denied by windows (e.qg. in reason of an invalid password).

If you are interested in this feature the version 4.02 (or higher) of the agent needs to be deployed on all
computers to monitor.

This feature is based on the logon audit provided by Windows. In consequence you need to enable it on all
protected computers. You can do it through a group policy with the following setting:

A Security settings/Local policies/Audit policy/Audit Logon events.
A Select Failure and click OK.

After a few hours the setting will be deployed on all computers. If you want, you can run gpupdate.exe on
selected computers to apply the new setting immediately and do some tests.

This is an example of a the welcome message:

Welcome on %workstation%!

Your last logon was on %lastworkstation% at %lastlogontime%
%refusedlogons% logon(s) has(have) been denied to your account since then.
%refusedlogonsdetails%

The message will be displayed like:

UserlLock E|

L WWelcome on YDEMOMWKSTAL
v our last logon was on YDEMOSREYL at 4/21 /2008 3:10:56 PM

3 logon(s) hasihave) been denied to your account since then,
4121/2005 3:12:01 PM on YDEMOWESTAL, reason: UserLock restrickions
412172008 3:11:31 PM on YDEMOWESTAL, reason: bad password
4121)2005 3:11:31 PM on YDEMOWESTAL, reason: bad passwaord

e

For additional information, please contact IS Decisions at one of the following:
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Before upgrading check the following points on each UserLock server to avoid a server reboot:

A Close all MMC consoles on the server (UserLock 2/3/4 only).

A Close the UserLock administration console.

A If you use the web console on the server, restart 1IS. Open the Internet services manager from the
administrative tools and right click on the server item and from the context menu click on Restart IIS.
When done don't use the web console until UserLock is upgraded.

Minor version upgrade (from version 5.0x (including beta version) to any other 5.0x version)
Apply the following procedure for each UserLock server (primary and backup). The step order is not important.

A Install the new version of UserLock without uninstalling the previous one. All components will be
automatically updated. After the installation the new version of the UserLock service will be
operational.

A Optionally if a new version of the agent is available, upgrade the agent on your all protected
computers either using the manually or using the Automatic mode.

Minor version upgrade (from version 2.4 to version 3.53 or from version 4.0 including beta versions to
any 4.0x version)

Apply the following procedure for each UserLock server (primary and backup). The step order is not important.

A Uninstall UserLock from the server but let agents installed on workstations (ignore the warning about
the agent still installed). The whole UserLock configuration (included protected accounts) is kept.

A Install the new version of UserLock and run the configuration wizard to set basic service settings.
When the wizard is finished the new version of the UserLock service will be operational.

A Optionally if a new version of the agent is available upgrade the agent on your all protected computers
either using the manually or using the Automatic mode.

UserLock 3.x/4.x to UserLock 5.x major upgrade

A If you upgrade from version 4, make sure your latest license key with an up to date maintenance is
already registered in the server properties of the primary server. A UserLock 4 license key with a valid
maintenance will automatically work for UserLock 5.

A Stop the UserLock service on the backup server.

A Install UserLock 5 on the primary server” without uninstalling the old version and run the
configuration wizard to set basic service settings. When the wizard is finished the new version of the
UserLock service will be operational for the primary server.

A If you upgrade from UserLock 3 register now your new UserLock license key in the server properties
of the primary server.

A Install UserLock 5 on the backup server” without uninstalling the old version and run the configuration
wizard to set basic service settings. When the wizard is finished the new version of the UserLock
service will be operational for the backup server

A Optionally upgrade the agent on your all protected computers either using the manually or using the
Automatic mode. If you upgrade from UserLock 4 this is not needed as no new changes have been
done on the agent.

(@ +335.59.41.42.20 =N +335.59.41.42.21 ( www.isdecisions.com l@! info@isdecisions.com

90



/u Act UserLock Documentation
UserLock 3.x to UserLock 4.x major upgrade

A If you use the Domain Users group as a Protected account and some user accounts have been
removed from this group, please read the two last sections of UserLock Internals page first.

A Uninstall UserLock from the backup server. Let the backup server registered as a new instance will be
reinstalled soon.

A Uninstall UserLock from the primary server but let agents installed on workstations (ignore the
warning about the agent still installed). The whole UserLock configuration (included Protected
accounts) is kept.

A Install UserLock 4 on the primary server” and run the configuration wizard to set basic service
settings. When the wizard is finished the new version of the UserLock service will be operational for
the primary server.

A Register your new UserLock 4 license key in server properties.

A Install UserLock 4 on the backup server” and run the configuration wizard to set basic service
settings. When the wizard is finished the new version of the UserLock service will be operational for
the backup server

A Upgrade the agent on your all protected computers either using the manually or using the Automatic
mode. If you don't do it some new features will not work (terminal sessions connection/disconnection
monitoring, ability to logoff a previous session ...).

(*) If you are using the UserLock web console, the web configuration tool will be display during the setup. You
should click on Upgrade in order to upgrade the IIS virtual folder.
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