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1. Requirements

= For the computer running FileAudit:
Operating system: Windows 2000/XP/2003/Vista/2008/7/2008 R2

= For computers being audited:
Operating system: Windows 2000/XP/2003/Vista/2008/7/2008 R2
File system: NTFS

2. Install FileAudit

You can download the installation package from our Web site.
Name of the file package: FileAudit_x86.exe

The package is the same for English and French language and is compatible with 32 and 64 bit platforms. As FileAudit
can monitor the file accesses remotely, it is not required to install FileAudit on the server where the target files and
folders are stored. You can choose a workstation and set the audit remotely.

The installation process is very easy. After having chosen your preferred language (English or French), you will have to
follow the instructions displayed: validate the License Agreement, type User information (optional), keep the
"Complete” installation mode and validate by clicking on “Install".

i
FileAudit - InstallShield Wizard = F FileAudit - InstallShield Wizard

Welcome to the Instalishield Wizard for Setup Type
FileAudit Choose the setup type that best suits your needs,

Please select a setup type.

The InstaliShield(R) Wizard will install FileAudit on your
computer. To continue, dick Next.

@ Complete
All program features wil be installed. {Requires the most disk
space.)

() Custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

WARNIMG: This program is protected by copyright law and
international treaties.

Instalishield

<gack [ wNewt> ][ cancedl <Back | mext= | [ cancel

Take note that: FileAudit provides a free database based on the Microsoft Access model. This database is limited by
design to a maximum size of 2 GB. This is quite sufficient for your evaluation. We recommend you to use a Microsoft
SQL Server database (unlimited size) or a Microsoft SQL Express 2008 R2 database (limit of 10 GB) in your production
environment.



http://www.isdecisions.com/download/fileaudit.htm
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3. Configure a folder to audit

To launch the FileAudit Console, click on the Start menu/All programs/FileAudit.

You can set a folder to audit through the menu Audit/Audit a folder or by directly clicking on the “Audit a folder” icon
in the tools bar.

oo |
© Audit View Tools Help ‘ﬁ FileAudit *
EEETERIT

* File(s)/F Audit a folder | - ‘;SEME“

V] Granted V] Fejected User @2 (ay) - Fiom [Fistevent w| 2230m2 -+ 1200008M 5

;e [V|Delete  [V|FRead  [V]'wihite  [V] Permissions [¥] Ownership  To: |Lastevent w3/ /2012 120000 A E

File Access Type Time User

< | T 3
Ready

A browser window will open allowing you to select the folder you want to monitor.

(@ sowscForfolder |

Select a folder to audit

M Desktop

I ) Libraries

> _B Administrator
I 1M Computer

» G Network

| Make Mew Folder | | oK | [ Cancel ]

Take note that: You can also directly launch the console by right-clicking directly on a file or folder to audit in the
explorer and select FileAudit in the context menu. In this case, the previous steps are skipped as the file/folder path is
directly imported into FileAudit Console.
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Select the folder you want and click on “OK". FileAudit will check the audit settings on the target machine and will
configure it automatically. During this process, you may be prompted to validate its action.

= If the Object access audit is not enabled on the computer where files to audit are located, FileAudit will propose you to
enable it. Just click "Yes".

'ﬁa FileAudit £3

-

¥ This is needed in order to audit file acesses located on this system.
Would you like to enable it?

@ The object access audit is not enabled on SERVERL!

= )

= If the Audit settings are not configured on the files/folders you've selected, FileAudit will also propose to automatically
do it for you. Just click “Yes".

’% FileAudit 5%

-

& The MTFS audit is not configured on the folder \WSERVER1\Files. Do you
,LQ you want that FileAudit configure it for you?

You can click no if the NTFS audit is already configured on subfolfers or
files.

= )

"

= At this time FileAudit will also warn you that auditing theses files will use a new computer license. Just click "Yes".
This warning is displayed each time you are trying to audit files on a new computer.

-

’% FileAudit 53

& You are trying to audit a new computer! According to your license you
LE can only audit11 computers and there is enly 10 remaing license(s).
Are you sure you want to audit this computer?

Take note that the evaluation version allows you to audit two computers.
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4. Display Accesses

FileAudit is now configured to audit the folder you have selected. You can access this folder and check the results in the
FileAudit Console. Once you have generated file accesses, click on “Refresh”.

FileAudit 3

=

. Audit View Tools Help ® FileAudit®
da|dadlEs|e

’ File(s)/Folder(s): BEE=0aE - ‘ Server: SERVER]

: Granted Rejected  Lser &3 [a)) - From: [Fistevent »|  2/23/2012 - 12:00:004H

- Filter:

: Delete Fead  [¥]'wiite Permizsions Ownership  To: [Lastewant = | 3/ 1/2012 - 120000 AM

File Access Type Time User Domain e

&} CAFiles\Technique\Guide d... Granted Read 01/03/2012 17:09:25 alice VIDEODEMO

Q ChFiles\Technigue\Guide d...  Rejected Write 01/03/2012 17:09:25 alice VIDEQDEMO

-4 CAFiles\Technique\Guide d... Granted Read 01/03/2012 17:09:25 alice VIDEODEMO

# CiFiles\Technique\Fonet n...  Granted Write 01,/03/2012 17:09:22 Administrator VIDEODEMO

&} C:\Files\Technique\Fonct n...  Granted Read 01/03/2012 17:09:22 Administrator VIDEQDEMO

-4 CAFiles\Technique\Fonct n...  Granted Read 01/03/2012 17:09:19 Administrator VIDEODEMO E
# C\Files\Technique\Fonct n...  Granted Write 01/03/201217:09:19 Administrator VIDEQDEMO

&} C:\Files\Technique\Fonct n... Granted Read 01/03/201217:09:17 Administrator VIDEQDEMO

-4 CAFiles\Technique\Fonct n...  Granted Read 01,/03/2012 17:09:16 Administrator VIDEODEMO

¥ C:\Files\Divers\Présentation ... Granted Delete 01/03/2012 17:09:10 Administrator VIDEQDEMO

#} C:\Files\Divers\Présentation ... Granted Read 01/03/201217:09:09 Administrator VIDEQDEMO

5‘ Ch\Filesh,Divers\Prézentation ... Granted Read 01,/03/2012 17:09:06 Administrator VIDEQDEMO

#} C:\Files\Divers\Présentation ... Granted Read 01,/03/2012 17:09:06 Administrator VIDEQDEMO

Q C\Files\Technique\Guide d... Rejected Delete 01/03/2012 17:08:58 alice VIDEODEMO

’-I".\ Ly Py P PR URPI, BT ate P | LT e | L o O e T T e e e W Y 1 i | -l Aiialaraliatn W il %
4 | I | 3
17/18
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5. Display a Report

If you want to print the file accesses you can click on Report in the Audit menu or in the toolbar icon. A printable
version of the file accesses will be displayed. You can then print the report or export it in different format (PDF, HTML,
XLS, RTF, etc.).

[E||nEzq:>ort &an ||._D|M|Dm|aal I|4~@|1f2 |@BackOFnr'nard
D- A I 7 N R Y

j ISd e CIS IO nS wyincdows® Systems: Know, Control, Act”™

! Files access report
z Report period: from 0302012170829 to  O03V0/201217:09:25

: User Mame: [A1}) Server Mame: SERVER1T
é Access: (Al Bocess Type: (Al

Path: "SERVERTFikes

Time File Access Type Account Domain

- & MI0320M217:09:25 C:\Files\TechniquelG uide démarrage'F iletudit - Granted Read alice VIDEODEMO |
2 GettingStartedGuide EN doc

B 003202170925 C:\Files\Technique\G uide démarrage\F ileAudit - Denied  Write dlice VIDECDE MO
- GettingStartedGuide EN doc

& 02012 17:09:25 C:\Files\Technique\G uide démarrage\F ileAudit - Granted Read alice VIDEQDE MO
) GettingStartedGuide EN doc
4 & 032012 17.09:22 C:\Files\Technigue\F onct nelles versions\UserLock Granted  Write Administrator  VIDEODE MO
) 4.0 new features EN .txt
- & 0322170822 C\Files\Technigue'F onct nelles versions\UserLock Granted  Read Administrator VIDEQODE MO
n 4.0 new features EN .t

& 032012 17:09:19 C:\Files\Technique\F onct nelles versions\iWhats Granted Read Administrator  VIDEODE MO

:5 new in WinReporter 4 2008 doc -
& e am e S "“_'I_I




