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Introduction

The UserLock Getting Started Guide is designed to provide step by step installation instructions and configuration for the
major features. The goal is to quickly familiarize yourself with the Windows console and the basic UserLock concepts.
Additional features like the Standalone Terminal server, Web console, RAS agent/policy, IIS agent/policy, Workstation and
Time restrictions, etc. are fully described into the software help file.

If you run into issues or questions during your evaluation, installation or migration, we invite you to contact our technical
support team.
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1. Install the UserLock server

The first thing to do is to install the UserLock primary server in the network zone you want to protect. The installation
can be done on a server member of the domain. There is no requirement to use a Domain Controller server. Any
Windows 2000/2003/2008/2008R2 server can be the host without being dedicated.

The installation process is composed by two quick steps: the UserLock Installation wizard and the UserLock
Configuration wizard.

1.1.UserLock Installation wizard

Download the installation package here.
Name of the file package: UserLock_x86.exe

The package is the same for English and French language and is compatible with 32 and 64 bits platform.
Execute the downloaded package on the host server to launch the installation process.

|_¥ UserlLock - InstallShield Wizard |

Welcome to the InstallShield Wizard for
UserLock

UserLock - InstallShield Wizard x|

Select the language for the installation from the choices below.

 The InstallShield(R) Wizard will install UserLock on your
computer. To continue, dick Mext.

Ok I Cancel

WARNING: This program is protected by copyright law and
international treaties.

1. Choose your language.

= Back Next > Cancel

2. Welcome. Click on Next >.

i@ UserLock - Installshield Wizard x| i UserLock - InstallShield Wizard x|
License Agreement Customer Information
FPlease read the following license agreement carefully. Please enter your information.
READ THE TERMS AND COMDITIONS OF THIS LICENSE AGREEMENT ﬂ User :
CAREFULLY, THEN CLICK "YES™ OR "NO.” Juser
THE COMPUTER SOFTWARE, AND THE ACCOMPANYING USER Organization:
DOCUMENTATION (COLLECTIVELY, THE "PROGRAM") ARE COPYRIGHTED AND |Your Company

LICEMNSED (NOT S0LD).
BY CLICKING "YES", YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF
THIS LICENSE AGREEMENT.

IFYOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD CLICK "NO™ AND PROMPTLY RETURN THE LI

% I accept the terms in the license agreement Print |

™ I donot accept the terms in the license agresment

Installshisld Installshield

< Back Next > Cancel | < Back

3. License Agreement. Read carefully the End User 4. Enter your customer references and click Next >.
License Agreement, accept it and click Next >.
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i':_?‘;'- UserLock - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed ted for adh i

Installshield

< Back Next > Cancel |

Userlock - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Inst=lshield

<Back [ mstal | concal |

5. Keep the Complete box checked and click Next >.

i':_-n( UserLock - InstallShield Wizard

Installing UserLock
The program features you selected are being installed.

Flease wait while the InstallShield Wizard installs UserLock. This may take
several minutes.

Status:
Copying new files
|

Installshield

|

= Back | Nexk =

6. UserLock is ready to install. Click on Install.

erLock - InstallShield Wizard - él

InstaliShield Wizard Completed

The InstaliShield Wizard has successfully installed UserLock.
Click Finish to exit the wizard.

% Back I Finish I Gancel I

7. Installing UserLock.

8. UserLock is installed. Click on Finish.
The UserLock Configuration wizard will open.
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1.2.UserLock Configuration wizard

Once you've finished the software installation, the Configuration wizard will open.

UserLock o UserLock
Access security and control for Windows networks a\'\ Configuration Wizard
UserLock servertype
" Primary server
Welcome to the UserLock service configuration
wizard. You will be able to: ¢~ Backup server
1- Select the UserLock server type "~ Standalone terminal server
2- Select the UserLock server zone
3- Select the UserLock service account ~0
Primary server: I
CONFIGURATION WIZARD
cBack [ Net> | Cancel | Hep | < Back Nexd > Cancel | Hep |
1. Welcome. Click on Next >. 2. Choose the Primary server type. Click on Next >.
EmT——— zl 5!
» UserLock » Userlock
a\‘\ Configuration Wizard a\‘}\ Configuration Wizard
Zone managed by your UserLock primary server Specify the account to be used by the
IW) UserLock service at startup.
‘Waming ! This account should have administrative rights on
Select below the zone that your server will manage all domain computers. | is therefore not recommended to set
E@ the LocalSystem accourt
VIDEODEMO € Use the Local account recommended
[Fl&) Administrative service = LR L !
25 Domain Controllers { The following account
5] Sales service —
Tachmioal service == I‘JIDEODEMO\admlmstmtor
5] Training room 1 : : IM_,,«I
< Back Next > Cancel | Hep | <Back Next > Cancel | Help
3. Protected Zone. Select the network zone to 4. Service account. Enter a domain administrator
monitor with UserLock: All, a domain or a multi account and password to run the UserLock service.
Organization Unit selection. Click on Next >. Click on Next >.
B successtu conpgureas

UserLock

Access security and control for Windows networks
- Registering server configuration: Succeeded
- Configuring the UserLock service: Succeeded
- Starting the UserLock service: Succeeded

o Your UserLock server is now configured and running!
1 You can change all additional parameters through
the UserLock administration console.

C4
¥ Runthe UserLock administration console /\./K

CONFIGURATION WIZARD

< Back I Finish I

Cancel | Hep |

5. UserLock server is now set. Click on Finish.
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2. Interface description

UserLock console is composed by 5 main navigation elements.

M userLock . o x
File Window Help
Y
Configuration tree onfigu ' |
=) Userlock | > |
E—']jﬂ Servers Drag & column header here to group by that column
9 i ﬁ Add group
- Account Mame 7 IEEELE Warkstations & Add user
[ =8 Protected accounts SESSI0NSs SESSI0NS
I Messages £ Add Organizational Unit
: ,{5) User sessions ﬁ Add group : :
'fg Agent distribution 5 | pn
&3 Add user
&'lfﬂlﬂ, Reporter &
H o . =5 Refresh
B &, Database manager .ﬁ Add Organizational Unit
Enable auto filte
‘{ﬁ' Scheduler ...% Refresh % ahie au r
... ¥ Options Ty Selectal
- % Enable auto filter
= Unselect all
Select all
rﬁj Unselect all
8, |40, [t Record 0 o D g [ [ i 1 Ll
| Protected accounts ||

1: Configuration tree: allows you to navigate through UserLock features.

2: Central window: Displays the different UserLock views, the configuration form for the selected feature in the
Configuration tree, and reports. This window can display several tabs.

Properties for SERVER1 B8

3: Quick access panel: Shortcuts for the features selected in the Configuration tree.

4: Tool bar: Allows you to Launch an action, the scheduler, open a XML UserLock file, Save/export a report, print a report
or open the help file. This tool bar will be expanded when Report are displayed for more actions.

[ EeE 88 Aaleuln  Juelamws el

5: Context menu. You can also interact with objects displaying the context menu (right click). It allows the same actions
as those in the Quick access panel.

Configuration tree

=H{U) UserLock
E—'}jﬂ Servers

=k 5l SFRVFR 1
SERVER1

#  Remove server

J&| Reconnect

.i:a Properties

You can also display the context
menu on Configuration tree node
to display specific settings menus.

Filters are avallgble on ot installed
every column displayed
in the central window.

A s

Agent status &

(Custom)

Installed {BIanks}

Installed {Mon blanks)
Installed

- taled Mot installed
Mot installe Unknawn

Mot installed )y
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3. Deploy the UserLock desktop agent

The UserLock desktop agent allows you to set UserLock policies for user sessions. You can deploy it on every computer
in your protected zone with an operating system from Windows 2000 to Windows Seven. You can also target servers from
Windows 2000 to W2008 R2 to monitor your server sessions and the terminal sessions.

Select Agent distribution in the Configuration tree to open the agent deployment engine.
There are two way to process your remote agent installation. You can select the target computer(s) in the list displayed
in the central window and click on Install in the Quick access panel or through the context menu (right-click).

(M userLock - 0 x
: Hle window Help
Z - Aph -] @]

— -

E-{U) Userlock | A |
Eljﬂ Servers Drag a column header here to group by that column

(5 Start Automatic mode

Bj SERVER1 | | Computer & | Agent type | Agent status | Roles Last check time y-! )
£ Protected accounts - o> Properties
IEI Messages Q SERVER1 Desktop Mot installed DC,II5 4f5/2011 11:18:F
H = . 13 LY
__@ User sessions Bl SERVERL s Mot installed DC,IIS 4/5/2011 11:18:5 | || : : J
0 | el |

- [ ——— STATION1 .
£+ Reporter STATIONZ J ! :19:af ll o

B Reports STATION3 :10:4Hl | |
[ ] Tables ’ -
JJ Query gl Install
[ 3 Database manager I'f;ﬂ@ninsiall
-1 Scheduler 9
5 I Reboot
----_J’-?’ Options %

’c:) Shut down

|IH |4 || Record 5of 5 |k | ke | M5 sl e

I Agent distribution | Oinstalled agents, 4 computers

A new tab will open in the Central window to display the deployment process status and results. As you can see there
can be several agent types in the Agent type column. If you want to know more about these different UserLock agents,

you can visit the full online help.

Quick access If the list of computers displayed in the Agent distribution view is too
A4 lengthy, you can change the View from the Quick access panel, using
the Predefined filter, or the filter from each column head (Chapter 2).
%, Refresh
?,3 Display AD tree E'l
Agent status Dialza
['_% Enable auto filter : {CUEtﬂITI}
I Notinstalled | (Blanks)
g Unselectal Mot installed | {Mon blanks)
| | Unknawn Installed
Display all machines
Installed m g
Display only DC Unknown
@ Display only machines without the agent installed Installed ,.-:.':'-":
Display only unavailable machines
'vlj
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Or you can enable the Automatic mode with a right click on the Agent deployment menu in the Configuration tree and
then click on Start Automatic mode. If it's not already present, the UserLock desktop agent will be automatically
deployed on every workstation that is a member of the protected zone. By default the automatic deployment excludes
the servers and only concerns the desktop agent.

{0 userLock

File Window Help
Z-iEh o @
Configuration .
=-{U) Userlodk | A4 |
EHEE S Drag a column header here to group by that column -
‘éﬂ frvers ) (mg  Start Automatic mode
“J SERVERL | | Computer & Agent type Agent status Roles Last check time .E’ }
; ,5_; Protected accounts ~» Properties
[ Messages | B sERVER1 Desktop Motinstalled  DC,IIS 4/5/2011 11:59:%
- User sessions =l SERVER1 s Motinstalled  DC,IIS 4f5/2011 11:59:2 | || S
“sc t BB corxomrens Desktop Not installed Workstation 4/5/2011 11:5%:Z | ||| v J
Agent distribution : :
£+ Reporter : Desktop Motinstaled — Werkstation 4/5/201111:59:¢ | || 7
EH[C] Reports L5 Start Automatic made [ Deskwr Notinstaled  Workstation 4/5/2011 11:59:¢
‘l:l Tables 5‘; Properties
B s Query
[EH g Database manager
f‘_'f Scheduler
----.JE’ Options
14 |44 | 4| Record 10F 5 skl itk [ 205 s s >
| Agent distribution | 0 installed agents, 4 computers

This mode is useful when you add a new computer to your Protected zone. You will have nothing to do as the
Automatic mode will detect the desktop agent absence and will install it.

Note that the agent activation on older Operating systems W2000, W2003 and XP requires a reboot. You can restart the
computers if needed directly in Agent distribution view. Select the computer(s) and click on Reboot in the Quick access
panel or through the context menu (right-click).

| |

b
y

Start Automatic mode

Properties

Refresh

L

D e

4

Start Automatic mode Display AD tree

Properties Enable auto filter
Select all

Unselect &l

FF AT AP

| A | Display all machines

| oW | Display only DC

= 7 Display only machines without the agent installed
X7 splay only g

Display only unavailable machines
[l Instal

i Uninstall

Print data grid

Vi

1

Install

i

e

Reboot Uninstall

L
-E:){bshut down

Reboot

e

Shut down

You can also schedule this reboot during non business hours independently from UserLock.
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Once the desktop agent is deployed on a machine, every session event will be logged and stored in the database. You
can check if the agent is enabled and working by opening a session on a computer where you previously installed it
and then displaying the User sessions view into UserLock console.

1] erlLo m|
File Window Help

Z- B -] @)

Configuration tree Configuration :

B-@ UserLock | ‘,'IJ
E]Liﬁl Servers Drag a column header here to group by that column & Refesh
(14 SERVER1 - : : I
. | User name | User account Sessions & | | | Session | Session status '._1 View b chi
\ Protected to L iew by machines
&> Pro aecoun > | Alice Baldwin  alice 1 [J (3 STATIONI Open
7 Messages ?@ Display AD tree
%ﬁ User sessions Bab Doe bab 1 8 STATIONZ Open
e % Enable auto filter
~{ g Agent distribution B
= % Reporter 1y Selectal
: ‘1__}‘ Reports ITT] Unselect all
ujl] Tables
‘.5-' Query l J
B4/ 4 Database manager [ T
-ﬁ Scheduler l ey J
V&’ Options
)4 Recor 10f 2 (03 ) o B

User sessions || View by users 2 sessions, 2 users
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4. Set a concurrent session limit to 1 for everyone

The UserLock policies are managed through the Protected accounts. Click on Protected accounts in the Configuration
tree. Then in the Quick access panel, click on Add group. The Select group window will open. Type everyone and click and
Check Names button to verify the Active Directory name group. Then click Ok.

[Qudcaccess 2 %] Fro=iarms
IEl'mporMh security principal Ohject Types. .
I | From this location:

Erter the object name to select (examples):

Everyone Check Names |

ﬁ Add grou
£, add Er
a8

Add Organizational Unit

Click on Add Group. oK | Cancel |

P

Type everyone and click on Check Names then Ok.

The new Group Protected account will be added to the list into the Central window. By default, a new Protected account
is set with no defined rules.

1= UserLock - B X
File Window Help
e reen
CrT— |
= {5 Userlock | b |
E‘iﬁl Servers Drag a column header here to group by that column
.B § s ﬁ Add group
2 A t A N Workstations | Terminal dd
5,; Protected accounts weely) LS sessions cessions & Adduser
IEI Messages & | Everyone Everyone - Unlimited U% Add Organizational Unit
; 555 User sessions
«{'g Agent distribution | A
&L Reporter %, Refresh
- &, Database manager
5 scheduler % Enable auto filter
)
....v’.-?’ Options Select al
rl"l‘j Unzelect all
| Ny il |
é Display members
5‘» Properties
H Delete
4 | 44| 4s) Record 1of 1 |ghy)| b | Pl 5 >
| Protected accounts ||

10
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Display the Properties of this Protected account by selecting the line in the Central windows and then clicking on
Properties in the Quick access panel. You can also directly double-click on the line or use the context menu.
Check the Allowed workstation sessions box and type in the limit.

{0 uUserLock

Eile Window Help

- o ppE- @

%

0|

=

=-{U) UserLock i ] 3

4[] servers [ = E
E}-| 5| SERVER1 i |

5’/ Protected accounts Account name Everyone |
[ Messages
(B) |Jser sessions Mumber of concurrent sessions allowed Custom session limits

“-{ 53 Agent distribution Allowed workstation sessions | | Limit Session type |*|
E"J--‘"E Reporter
; Allowed terminal sessions )
(g, Database manager a l:l | Edit | £
fag Scheduler [ Total allowed interactive session |:|
....__’EJ Options
[] Allowed RAS sessions l:l | Delete |
[[] Allowed IS sessions |:| % i | |=elearalie|
Allow to logoff an existing session if the number of allowed sessions has already been reached
Display the welcome message
| el

You can also enable two practical options for users:

= Allow to logoff an existing session if the number of allowed sessions has already been reached
Users would be able to remotely close an opened session to logon a new one. This will avoid
going back to the previous machine they logged into and gain time.

= Display the welcome message
The welcome message is an informative popup displayed at logon. It informs users on previous
logins: last login time, last computer(s), and last denied login(s) (if requirements set).

Validate the configuration of this Protected account click on Ok in the Quick access panel.

Notice: You can see on the picture that the Quick access panel can be reduced by
clicking on the icon on the left. Just passed the mouse over the tab to display it again.

You can also hide the Configuration tree in the same way. @ apply

@ oK
9 Cancel

11
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Once your Protected account is validated, users will be limited to one concurrent session. If they try to open a second

session with the same User account, they will be denied by UserLock on all workstations where the UserLock agent is
deployed.

.,

[ UserLock ==

Fu

= Logon Denied. You have exceeded the maximurn number of
L& concurrent logons, Please close previous sessions (on STATIOML) or
contact your Systems Manager.

Logon denied pop-up.

.

Close existing sessions E

You reached the number of allowed seszions. You need to close
ane of the following zeszions in order to logon. Pleaze zelect the
zeszion you want to cloze and click on Cloze.

“Wwhen a session has been clozed, click on Logon to try a new
atternpt to open a seszion on the local computer or click Cancel.

Logon denied pop-up with the option
Allow to logoff an existing session if the number of allowed sessions has already been reached.

.,

[ UserLock ==

A Welcome on STATIOMNZ!

WV Your last logon was on STATION at 41,2011 12:31:27 P
2 legon(s) has(have) been denied to your account since then,
4172011 12:31:41 PM on STATIOMNZ, reason: UserLock restrictions
47172011 12:31:37 PM on STATIONZ, reason: Invalid password

Welcome message at user successful logon.

12
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5. Run a Session history report

During your tests on the Protected account, the events were inserted into the Database. You can see all session events
on Reports: Deploy the Reporter node from the Configuration tree and select Session history. The Central window will
display the configuration options, filters and group parameters.

{0 userLock =1

File Window Help

: - @ et E-

Configuration

(7]

Session history
UserLock/ReporterReports/Database/Session history

582208 HIING)
| R0 |

| @& uopenbyuos|

Session filter [Fiser name! |

Full sessions

[] Domain name |

Logon without logoff

[] Computer name |

13
—

Logoff without logon

[T Client address |

Logon denied by UserLock

[ Client name | - |
Logon denied by Windows

[ Display active sessions at |—','—','2E- 11 o | | 1:00:00 AM &h
Sub session ) 5

[ Mumber of computers I:I Session types |Interact|ve lﬁll

|| Session history | |

Different sections are available to set your reports: Configuration, Sort/Group, Time, Database and Report
Layout. You can run it directly without any setting changes by clicking on the Launch button in the Tool
bar or in the Quick access panel.

File Window Help VJ

E .L:':}\.' B [ - © o= Launch
Launch B“EhLaunm in @ new tab
Launch the configured document faction ‘ @ Schedule

I B = L= =

13
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The Session history report will open in a new tab.

U erLo

File Report

Window Help

F-EEE-8 @ aly o[ 1w DRORRCS

B-@ UserLock
Lji] Servers
E—']_"E!, Reporter
E—"}‘E] Reports

=) Tables
#-{ 5 Query

-ﬁ‘ Scheduler
vﬂ" Options

£} [ Database
\El Session history
ﬂ Session count evolution

]|__|:| Session statistics

1l RAS / VPN histary

\El RAS [ VPN users statistics
ﬂ RAS [ VPN statistics eveolution
j Server

2 Database manager
L44® Logon deaner

Usarl ock

Session history

Evenls Detrom=n 3721/ 2011 3:15:49 PM and 474/ 2011 2:3%:20 PM

i Logon time

e 4/472011 2.39:20 M
442011 27300 P4
i 47472011 2:13:58 PM
e 4/172011 12:31:41 M
UL, /12011 12:3037 A1
Uiy 4/02011 12:31:77 AM
Ul 47172011 12:77:25 P9
iy 412011 12:25:55 PM
U 4102011 12:25:40 P4 Userlock resirictions
iy 4172011 12:26:19 PM S 412011 12:26:50 PM
< = m

Logoff time
Umarlock: nestrictions
Ummrliock mestrictions
Ul ookl nesfrictions
Umarlock: pestrictions
vl

S 4172011 12:31:50 PM
S 4172011 123172 P
S Y1201 12:27:14 P

RERERRERRE

WVIDEDDEMD
VIDEGDEMD
VIDEQDEMD
VIDEDDEHD
VIDEQDEMD
VIDEDDEMD
VIDEDDEMD
VIDEQDEMD
VIDEGDEMD
VIDEQDEMD

STATIONL
STATIONL
STATIONL
STATIONZ
STATION2
STATIONL
STATIONZ
STATION2
STATIONZ
STATIONL

JRSE RS
[ umu00 Jo 3jgey | | ssaa2espnG |

Progress

You can then print or export this report in different formats.

File Report

Window Help

[crvorasen v

El-@ UserLock
@ﬂ Servers

:7'@@,@%

8 e)a w.
Export to PDF Ctrl4E
Export to ¥LS
Export to TXT

Export to CSV

Export to HTML
Export to MHT

Export to RTF

PDF Export Options

Page range:

x

Don't embed these fonts:

I

Images quality:

Compressed

[7]5how print dialog on open

Application:
Author:

Keywords:

Subject:

Title:

OO JE. - Computer - Lol Disk (€ ~ v & [
Organize v {SViews v | NewFolder
Eavorite Links Name_+ || pate modified | [ Type |-l size [ 7]
[ Data 3/3/2011 11:56 AM File Folder
B Deskiop [ Files 3/4/20114:45PM  File Folder
More » 1 inetpub 6/2/2010 3:35PM  File Folder
1. perflogs 1/18/2008 11:40.... File Folder
Folders. ~ | Program Files 2/23/2011 11:32... File Folder
[l Desktop | ProgramData 2/18/20114:10PM  File Folder
B acministrator 1. Software installation... 1/28/20112:43PM  File Folder
). Public U test 3/3/20114:44PM  File Folder
8 Computer 1 users 12/23(2010 12:4... File Folder
& Foppy Disk Drive (. 1 Windows 12/13/2010 11:4... File Folder
&, Local Disk (C:)
&3 DVD Drive (D:)
¥ Network
Control Panel =l ol
File name: | Session history.pdf |
Save s type: [POF Document (~pd) = |
(4 Hide Folders | Save Cancel
A

Different reports are available in the UserLock console. They are fully described in the help file.

You can also choose to schedule reports and choose to receive them periodically by email as attached documents.

14



http://help.isdecisions.com/userlock/english/Default.htm#Reference/Reports/Database_reports.htm
http://help.isdecisions.com/userlock/english/Default.htm#Reference/Reports/Reporter/Schedule.htm

IS Decisions

oecure & Viaster your Windows' Infrastructure

6. UserLock settings

6.1. Priority between Protected accounts

By default the priority between several Group/OU (Organization Unit) Protected accounts is set to the most restrictive. It
means that if a user is linked to several Group or OU Protected accounts, the restriction which will be reached the first
will be applied. This setting can be switched to the opposite in the server Properties.

Do a right click on the server icon in the Configuration tree to display the server context menu and click on Properties to
open it. Choose the wanted behavior and click on Ok in the Quick access panel to save the change.

Configuration tree Configuration | Properties for SERVERL %]
(- (5 UserLock
B--.i: Servers
(=M SERVER 1 l
SERVER1 ]
Server type Primary server
£ Remove server
J&| Reconnect Protected zone (ally
E}".:EE ._}1‘: Properties I}
,J REpOrTS . .
a ] Tables Policy settings
-4 > Query (@ The most restrictive as possible
[*h &, Database manager i
[ scheduler ) The least restrictive as possible
----ufi"‘ Options

Notice: A Protected account set for a user account will always override the Group/OU Protected accounts policies. In
other words, a User Protected account can be considered as rule of exception.

If for any reason you need to give unlimited session access to a specific user, you can create a User Protected account

for this specific user and leave all default settings to unlimited. Even if he is a member of a group which has a Group
Protected account, this user won't have any limit.

15
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6.2. Message personalization

You can modify the UserLock notifications displayed to users when a specific event happens. This is useful to localize in
your language or to give more information/details about UserLock policies to your users.

Select Messages in the Configuration tree. In the Central window, click on the message you want to change and the edit
cursor will appear. Modify it as wanted. All modifications will be saved automatically.

(D userLock - 0 %
File Window Help
i BB -] @
E— g
=
E-{U) UserLock Al lla
E‘jj Servers Drag a column header here to group by that column ﬁ
L ]
(5 SERVER1 | Message Id Text | —]
%W UserLock logoff notification
A User sessions User: %user % .
= distributi [ LOGOFF_MOTIFICATION_BODY Workstation: 3wworkstation3s
~1.5g Agent distribution Session type: YSessionTypeth 1
E :E!, Reporter Mumber of opened sessions: %unbsessions %t 3
\EI Reports Workstations still used: Yosessions% I
E-[E] Tables LOGOFF_NOTIFICATION_SUBJECT  Logoff of %euser% on %eworkstation%
{p Query Logon Denied. You have exceeded the maximum number of £
| LOGON_DEMIED . concurrent logons. Please dose previous sessions (on %
& g D:EZEISE fanager | sessions %) or contact your Systems Manager, hal
J‘;; o tie HEr UserLock logon notification
- Options
User: %ousere
- Workstation: %workstation %%
[ LOGOM_MOTIFICATION_BODY Session type: YSessionType
Mumber of opened sessions: %unbsessions %t
Workstations already used: %%sessions%t
Logon status: Ystatus®
] LOGOM_MOTIFICATION_SUBJECT — %kstatus® logon for Stuser® on Soworkstation % v
| Messages | |
These messages contain text and dynamic variables included between two percentage characters:

%Dynamic_Variable%. To understand when the notification messages are displayed and the meaning of each dynamic

variable, you can read the UserLock online help.
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http://help.isdecisions.com/userlock/english/Default.htm#Reference/console/Server_settings/Server_properties/Messages.htm

