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What's new in UserLock 5.5?

1. New Screen Saver feature

The agent can now send a lock notification when a password protected screensaver starts.

Standart:

In Agent distribution properties select "Consider screen saver time as locked time".

2. New ldle Time feature

UserLock can now automatically logoff a session locked for longer than a specified time length. Combined
with the ability to notify a lock event when screen saver starts, sessions can be closed after a specified time
length of inactivity.

Type of permission Session

Prohibit the Fallowing time Frames e Action ko take in case of overtime | Close session |+

Beqin End M| T | W T |F |5 | add

3 0000 15:00 FEEEEGEGH [ | Maximurn session length rrir

@Dckﬂd Eirne i}

Logoff settings

% i 5 | clearal Maificabion Himeout 1 min

In Protected accounts select "Maximum locked time" and specify a number of minutes.

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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3. New Shut Down feature

You can now power off computers from the UserLock
console.

Perform a remote Shut down in Agent Distribution section using
contextual menu or Actions tab after having selected computers.

4. New Group Policies feature

An .adm file is now available in the installation folder of UserLock. It allows deploying agent settings using
Group Policies. This is useful if you already deployed the agent using the MSI package and Group Policies.

" Group Policy Management Editor — |EI|£|
File  Acton \View Help
T ] o [
&« 2nl= HEIT
__.j' Default Domain Policy [visd_s 1.visd.com] Policy Setting State |
= Cqmputer Configuration |i=| Do not restrict logons on the console Mot configured
= quicies 2| Do not display errors to the user Mot configured
- Solf't-n-are SE“?“QS \iz| Try to join any existing session on server Mot configured
W |nc.Io.ws Sgthngs ] N || || Ignere connections refused by Windows Mot configured
= .E\I?Immlsh'atve Templates: Policy definitions (ADMX 2| Consider screen saver time as locked time Enabled
- ED:trolkPanel |i=] UserLodk Server Name Enabled
s etworl
= - iz| UserLock Backup Server Name Mot configured
_| Printers —
| System
| Windows Components
= [ Classic Administrative Templates (ADM)
E ] Userlock
-
. i All Settings
_| Preferences
B 4, User Configuration
| Policies
~| Preferences
| | _’I Extended }\ Standard
|? setting(s)

5. Improvements and optimizations

= Ability to use a large number of users Protected account (up to 10000).

= The query of the Session history report was optimized in order to display the report faster.

= The Session history report can now display independently Logons denied by UserLock and Logons
denied by Windows (e.g. Invalid password).

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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1. New interface

1.1. Windows console

) userLock

Files Action ‘Windows Help

[=h (g UserLock

B :ﬂ Servers

: | wrouter

4] testl

J—‘ Protected accounts
qE-l Me:
.:‘}) ns

x Agent distribution
= ﬂ'L Reporter

B- =] Reports
Database

~{ 11| Session Histary

i {11 Session Statistics
k3] Server

[t || Tables

[tk Database manager

3 Scheduler

4 ] Cptions

A

Drag a column header here ko group by that column

User name A | User account

¥ | administrator administrakor

UL-USRO000 UL-USR0000
UL-USR0001 UL-USRO001
UL-UsRo002 UL-USRO002
UL-USRO00Z UL-USRO003
UL-USRO004 UL-USRO004
UL-USRO00S UL-USR000S
UL-LISRO00E UL-LISRO008
UL-LISRO007 UL-UISRO007
UL-USRO00S UL-ISR0005
UL-USRO009 UL-USR0009
UL-USRO010 UL-USRO010
UL-UsSR0O011 UL-USRO011
UL-UsRO012 UL-UsRO012
UL-USRO013 UL-USRO013
UL-USRO014 UL-USRO014
UL-USRO01S UL-USRO01S
UL-USRO01E UL-USRO01E
UL-UISRO017 UL-UISRO017
UL-UISRO01S UL-UISRO018
UL-USRO019 UL-USRO019
UL-USRO020 UL-USRO020
UL-USR0021 UL-USRO021
UL-UsRo0z2 UL-UsRo0z22
UL-USRO023 UL-USRO023
UL-USRo024 UL-USRO024
UL-USRO0ZS UL-USRO02S
UL-USRO0ZE UL-USRO028
UL-USRO0Z7 UL-USRO0Z7
UL-UISRO0ZS UL-UISRO028
UL-UISRO02S UL-UISRO029
UL-USR0030 UL-USR0030
< I

Sessions

Session
TEST#Pa4/IN3
ABOOROO-00
ABOOROO-01
ABOOROO-02
ABOOROD-03
ABOOROO-04
ABOORO0-05
ABOOR.O0-06
ABOOR.OO-0F
ABOORO0-05
ABOOROC-09
ABOOROC-10
ABOOROO-11
ABOOROO-12
ABOOROO-13
ABOOROO-14
ABOOROOD-15
ABOOROO-16
ABOOROO-17
ABOOR.OO-15
ABOOROC-19
ABOORO1-00
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What's new in UserLock?

Refrash
‘Wiew by machines
Enable auto filker
Select al

Unselect al

JUSqUO J0 Bjge ]

Al usersfromputers
Only usersfcomputers with sessions
Only active sessions (unlocked)

Only sessions on unavailable computers

Usersjcomputers with more than one session

S

Print data arid

B

Display session history

User sessions || Wiew by users 22 sessions, 2401 users

= A brand new tabbed interface.
= A new dashboard allowing displaying statistics in charts.

= Reports are displayed in a new tab instead of a new window.
= New properties editor. Properties are displayed in a new tab instead of a new window.
= Reporter is integrated into the console.
= Logon Cleaner is integrated into the console.

= Scheduler is integrated into the console.

= The generation of reports can easily be scheduled without running command lines. Reports can

also automatically be sent to an E-mail recipient (See Reports section).

= Actions you can perform using the context menu are also displayed in the Actions Panel.

For additional information, please contact IS Decisions at one of the following:

a +335.59.41.42.21

(C) +335.59.41.42.20
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= The Active Directory Tree can be displayed for the Agent distribution view and the User sessions
View by machines.

UserLock s EL
Files  Action ‘Windows Help
[FEERRRERREEEE L x
o
=
2 L g;
Drag a column header here ko group by that column —= o
i N = 5 Start Automatic mode =l
E-(§
g j :;:tuler | Computer A Agent type Agent skatus Agent version 53 Properties i
» {8 ABAROD-DZ Desktop Linknown
Q@, Protected accounts i -
B ppARO0-03 Desktop Uniknaown
tfjtd”“a'”a'twd“‘ 5 apar00-04 Desktop Unknown 2, Refresh
My LInit
ABARDD-0S Diskk Unkn
| Realcomputers = e rnenn ?ﬁ Hide AD tree
[ =] -
B pBARDD-06 Desktop Uniknaown T, Enable auto iter
ABAROD-07 Desktop Uniknaown E
T Select all
. B apar00-05 Deskkop Unkniown
3| Session History = Unselect all
Al Session Statistics B apapr00-09 Diesktop Unknown
PO Server B apap00-10 Deskrop Unknown L
({7 Tables B ABAROD-11 Desktop Unknown ©  Display all machines
[ Database manager BEARID-12 Desktap Urikniown Dly i
| schedul Display only DC
cnedder ) apAR0-13 Desktop Unkniown
% Options i . i i
d ABARDO-14 Desktop Unkniown Display only machines without the agent ins...
B ABAROD-15 Desktap Unknown Display only unavailable machines
B apapr00-16 Deskkop Unkniown S
Bl ppaR0O0-17 Desktop Uniknaown 3
£ Print data grid
5 ARARDO-18 Desktop Unknown =2 ?
5 pBAROO-19 Desktop Uniknaown
B apar01-00 Desktop Unknown
ABARDL-01 Desktop Uniknaown
B ppaRr01-02 Desktop Uniknaown
B apapr01-03 Deskkop Unkniown
Bl ppap01-04 Desktop Uniknaown
B apapr01-05 Diesktop Unknawn
B pBARDL-OG Desktop Uniknaown
B apar01-07 Deskiop Unknawn
ABARDL-08 Desktop Uniknawn
B ppaRr01-09 Desktop Uniknaown
B apapr01-10 Diesktop Unknown
B peap01-11 Desktop Uniknaown
B apap0i-1z Diesktop Unknawn
@ [Organisationalnit] = ‘bestdomain, localfComputers' (s) |EdisFilter| | &
£ M >
Agent distribution | 1 installed agents, 8013 computers

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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= A new predefined filter has been added allowing to only displaying users or computers with more
than one session.

() UserLock

SENESR
Files Action Windows Help
[EET e :
=k {; UserLock S
E-EF servers Drag a column header here o group by that column o
: =5 Refresh
ML Er name A User account Sessions . Session Sess & S hi
{2, Protected accounts oy Yiew by machines
» » [ ) VYROUTER/INZ Oper
-] Messages ministratar Adrministrator H 6 Enable auto filter
[ & VROUTER{IACGUES Lacks
Fﬁ‘g Select all
Unselect all

F/ Protected accounts >
-l Messages
«’8’ User sessions
H Agent distribution
eporker
| Reports Only active sessions (unlocked)
Database
11| Session Histary )
1| Session Statistics

i Server
(4= Tables ] )
B = Database manager 2 Print data grid
L—i t_" Scheduler
EJ {7 LogonCleaner )
E}@ MyUserLockTask |"4,  Display session history
- L={E|l‘ UserlockTask
- 1l Session History
2 @ WeekReports
P Options

Al users/camputers

Only usersfcomputers with sessions

Only sessions on unavailable compu. ..

Usersfromputers with more than on, ..

b4

iyl Il ==

User sessions || View by users 2 sessions, 1 users

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com
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= Auto filter to quickly find users or computers in the console (Click on Enable auto filter in the Actions

Panel).
() UserLock TEPES
Fles aAction Windows Help
- = -
™™ |
=k (g Userlock a e g;
| S;r\::r;ter Drag a column header here to group by that calumn = 2, Refresh %
1 3 testt .User name & | User accounk Sessions a Session Session st ':{ Viw by machines 2
£ Protected accounts FiUsRy \a Disable auto filker
I Messages LL-UISR1000 UL-USR1000 1 [ ) asozrio-oo Open B Selectal
UL-USR 1001 UL-USR1001 1 L] _j ABOZR10-01 Qpen
~{gg Agent distribution UL-USR1002 UL-USR100Z 1 [ [ ABOZRiD-0Z Open e
e 'i‘flps:;'rts UL-LISR 1003 UL-UISR1003 {1 aBozr10-03 Open X
g Database UL-USR 1004 UL-USR1004 I L ) ABOZR1D-04 Cpen @ All usersjcomputers
i Session History 1L-USR1005 UL-USR1005 1 [ ABdzRL0-0S Open 18 S SRS N
ljl Session Statistics LIL-LSR 1006 UL-USR1006 1 1] _ﬁ ABOZR10-06 Open x :
| ‘ﬂ | Server UL-LISR1007 UL-USR1007 1t [ aBozR10-07 Open anb ecs el tloced)
@...‘J Tables |L-LISR 1008 LL-USR1008 ] ) ABOZRIO-0G Cpen Only sessions on unavailable compu...
5 D:I:::zi:r IR UL-USR 1009 UL-USR1009 il M ) ABOZR10-09 Cpen Users/computers with more than on...
& Options UL-USR1010 UL-UsR1010 il M ) ABO2RLO-10 Cpen L~
UL-USR1011 UL-UsR1011 A L (4 ABOZRLD-11 Cpen . ]
LL-USR1012 UL-UsR1012 15 asozrioz Open Bt
UL-USR10135 UL-USR1013 1 L] _j ABOZR10-13 Qpen Sl
UL-USR1014 UL-USR1014 1 L] _j ABDZR10-14 Cpen ‘_5 Display session history
UL-USR101S UL-USR1015 1| ® ) ABOZRLD-1S Cpen
UL-USR1016 UL-USR1016 il M ) ABO2RLO-16 Cpen
UL-USR1017 UL-USR1017 A L () HABOZRID-17 Cpen
UL-USR1018 UL-USR1018 1 L] () ABOZRLD-13 Jpen
UL-USR1019 UL-USR1019 1 ] _j ABDZR10-19 Cpen
UL-USR10z0 UL-USR1020 1 L] _j ABDZR11-00 Cpen
UL-USR1021 UL-UsR1021 1| ® ) ABOZR11-01 Cpen
UL-UsR1022 UL-UsR1022 il M ) ABO2RIL-02 Cpen
UL-USR1023 UL-USR1023 A L () HABOZR11-03 Cpen
UL-USR1024 UL-USR1024 1 L] () HABOZRLL-D4 Open
UL-USR10Z5 UL-USR1025 1 ] _j ABDZR11-05 Cpen
UL-USR 1026 UL-USR1026 1 L] _j ABDZR11-06 Cpen
UL-USR1027 UL-USR1027 1| ® ) ABODZRLL-OF Cpen
UL-USR1028 UL-UsR1028 il M ) ABO2RL1-08 Cpen
_UL—USRIUZQ UL-USR1029 t [ 04 ABOZRIL-D9 Cpen
13 ] [User name] Like "UL-USR1%" |#) |Edit-Filker
£ 1] >
User sessions | Wiew by users 2232 sessions, 2401 users
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com @ info@isdecisions.com

7



7] isdecisions

Windows™ Systems: Know, Control, Act

What's new in UserLock?

values in the column. Select a value in order to filter the view on the selected column and value.
() userLock

Files Action Windows Help

E}-_(i UserLock

Quick filter: You can click on the right top corner of a column header in order to display the list of all

EM iﬂ Servers Drag a column header here to group by that column

A Lser accaunt Sessions

| Sessian

| Session status Session type 1 b ate:
{Cuskam)

Open ‘\Warkstation {Blanks)

WROUTER/JACQUES Locked Terminal ({Mon blanks)

10.1.4.30{H3 Open RAS Wiorkstation
Terminal

Protected accounts

) Messages

; @ User sessions

o H Agent distribution

Il

"LE, Reporter

[+ Reparts

Database

WROUTER/ING
 Administrator 2z

116:38:09

H Agent distribution

bestl

EEE
® e

ooz

M

i Session History
1y Session Statistics
[ 5] Server

Iﬂd Tables

Dratabase manager
Scheduler

[E3 @ LogonCleaner
E}@ MylserLockTask
B @ UserLockTask

| {1 Session Histary
E}@ \WeekRepaorts

] Options

<

| Last

>
User sessions || Wiew by users 3 sessions, 2 users

YRO

ING

sUoY

You can also configure an Advanced filter. Right click on a column header and click on Filter Editor.

B5 Filter Builder X

Aand

> [Session kype] Equals <enter a valus =

[Last logoff date] Is greater thanEZE-,I'DS,I'ZDDQ 00:00; 00

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com &,

[’ info@isdecisions.com
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1.2. Web console

= A brand new interface.

= A new dashboard allowing displaying statistics in charts.

= Ability to sort users and computers according to a specific row. Just click on the row header.

= Auto Filter to quickly find users or computers in the console.

= The Active Directory Tree can be displayed for the Agent distribution view and the User sessions
View by machines.

= UserLock access rights are now available in the Web console using Server properties.

=  The User sessions view now displays user’s full name and account’s name.

€ User sessions - View by users - Windows Internet Explorer =J0E3
@:\- I |g, https:  ftest 1 UL AdMINUserSessions|ser SessionDef ault, aspx M %J +2 | % | |search Google Peliid
Google | 3~ M Search ¢+ W [GFind » 97 check ~ | ARl - €4 - ( signin -

D — — = Y I »
{l? ﬁ'ﬁ [881' lg‘ Event ID 12290, ., lm Time-out errars, ., l '_r,éUser SESSIons - ... I'?"', Office Professi... l '_r.éUser sessio... X l l & % @ fu - ik Page - {0F Tools -

erver Configy

B~ (% Choose Server
B~ (§ TEST1
£ Protected Accounts (& Logoff @ view by users Refresh
[ Messages & Lock O view by machines Disable auto filter
5@ Agent Distribution i) Export list ... |AII usersfcomputers |
= ,_m Reports
‘_5 Sessions History | SEr name Ty = i
73 Sessions Statistics || |[UL-USR1 | Il || ctear
| 3/31/2009 — | 3/31/2009
UL-USR 1000 UL-USR 1000 1] Mone 11:01:41 SSDZRID 11:05:48 SSDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR1001 UL-USR 1001 1] Mone 11 S?DZRID 11:05:48 S?DZR
AM AM
3/31/2009 | 3/31/2009 E |
UL-USR1002 UL-USR 1002 0 Mone 11201241 SEDZRID 11:05:48 SEDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR 1003 UL-USR 1003 1] Mone SELE L SgDZRID 11:05:48 SgDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR 1004 UL-USR 1004 0 Mone 120141 SEDZRID 11:05:48 SEDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR 1005 UL-USR 1005 1] Mone 5 B b S?DZRID 11:05:45 S?DZR
AM AM
3/31/2009 | 3/31/2009
UL-USR. 1006 UL-USR 1006 0 Maone 11:01:42 SGBDZRID 11:05:49 SEDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR 1007 UL-USR. 1007 1] Maone 3 B sl i 4 SEDZRID 11:05:49 SEDZR
AM AM
3/31/2009 | 3/31/2009
UL-USR 1008 UL-USR 1008 1] Maone 110142 SSBDZRID 11:05:49 SSDZR
AM AM
. e - 332005 | pgospip- | 332003 | ppoymw]
I | (2
Dane & Local intranet 00 v
For additional information, please contact IS Decisions at one of the following:
(@ +335.59.41.42.20 isa +335.59.41.42.21 (@ www.isdecisions.com l'%’l info@isdecisions.com
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2. Reports

2.1. General

What's new in UserLock?

= In order to display a report, select it in the tree, configure it and click on the Launch button in the

toolbar.
= UserLock reports now use a new report engine and a new report design.

() UserLock

Files  Repart
BEE-a &
| VY

Windows  Help

100% o] &, | <)

I:Jm? UserLock

WEIS

- UserLoc{( .
test1 Session History
- Protected accounts
Bi=a Configuration
U] essages. S =
«’.}_‘9 Lser sessions - Logon mithout fogoff
iLgd Agent distribution - Lagaf without ngan
i - L ogon denied’

=-pl
= Reporter Session types fiécractie /45

Sort filter

Sort field fogon tine
Sort order Pescending
1l Session Statistics

Events between 21,01 /2004 18:09:51 and 26,/02,/2004 18:28:58

13 server
[ J Tables
B-gs Databass manager Logon time Logoff time User
- _"' Scheduler el el
-4 Options ST zejOziE004 17:26:48 = user4
“P gpi0zfz004 16:20:2 = users
“P 26022004 14:37:18 7 26/02/2004 17:45:30  useré
S 26022004 09:26:12 | 25/02/2004 18:26:56 | user?
ST rejozizo0d 0miloiEe W - user?
P 26022004 0%:15:15 ¥ 25/02/2004 14:35:57 | useré
ST 26[02/2004 09:02:35 0 26/02/2004 1711541 userd
< e

25/02/2004 17:43:07 25/02/2004 18:28:15 userd

é;.

= 25/02/2004 09:13:16 25/02/2004 17:07:25 userl

&;

o]
P 25/02/2004 09:12:27 25/02/2004 18:01:16 userd

&;

it 25/02/2004 09:07:45 26/02/2004 17:43:52 users
4_ 1l

s i

8z

4 |z

g

HE

= o

_I =

31032009 g

o

2
Domain Compud
FMYDOMAIN WORKSTATIONOS
MYDOMAIN WORKSTATIONO?
FMYDOMAIN WORKSTATIONOS
MYDOMAIN WORKSTATIONO1
MYDOMAIN WORKSTATIONOS
MYDOMAIN WORKSTATIONO3
MYDOMAIN WORKSTATIONOG
MYDOMAIN WORKSTATIONO?
MYDOMAIN WORKSTATIONOS
MYDOMAIN WORKSTATIONOS

MYDOMAIN WORKSTATIOND4 | %

>

Progress

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20 a +335.59.41.42.21

(@ www.isdecisions.com

l‘%’l info@isdecisions.com
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2.2. How to schedule a report and send it automatically by mail

Configure the report and click on the Schedule button:

() UserLock

Files  Action

Windows  Help

7 - @ -

Schedule
(= (% User|  Schedule the configured document or action
k- 5[ servers L4
Ek | F wrouter
{ L protected accounts Session Fileer userl
- Messages Full sessions
'33? User sessions [] bomain name
| - ma Agent distribution [¥] Lagan withaut logaff
[Eh 15 kestl [] Computer name
£ Protected accounts Lagaff without logan
~{T Messages [ client address
:B) User sessions [#]Logon denied
- gz Agent distribution [] Client name
& ":EE' Rnlapc:rter []5ub session
E-I7] Reparts [ ] isplay active sessions at 07f01/2009 00:00:00
¢ Bl[ | Database
d [T Mumber of computers |1 Session types | Inkeractive, RAS |ise
k[ 5| Server Wwarking hours
[Eki[ | Tables
. Display sessions | oubside working hours Worksation usage during working haurs anl
> Database manager [IDisplay O 2 d 9 Y
%) Scheduler
&+ LogonCleansr Begin |08:00:00 ¥] Monday w| Wednesday v Friday
L:dl_?\g MyllserLockTask,
H W sz w| Thursda Saturda Sunda
) UserLackTask end [1a:00:00 L SR B s
d M_J Session Hiskary
IBLE WeekReports
- G
o Options
[TiGraup by User Sort order Descending E2]
Sort field Logon time 52
|ty

Session History |

sUoY

Type in a name for the new task:

() Schedule an action

@ Add in a new kask with the Following name UserLockTask|
Add in the Following existing task, LogonCleaner

For additional information, please contact IS Decisions at one of the following:

(@ +335.59.41.42.20 a +335.59.41.42.21 (@ www.isdecisions.com

l‘%’l info@isdecisions.com

11



7 isdecisions’

Windows® Systems: Know, Control, Act.™ What's new in UserLock?

Configure the Schedule tab:

| Task Schedule w

1. 44 0900 every day, starting 30/03/2009 ~|

[ New | [ Deete |

Schedule Task: Start tirme:;

Daily |»| [03:00 2] | Advanced
Schedule Task Daily
Every |1 % daw(z]

Show multiple schedules.

[ ok J[ Concel J[ Apphy |

For additional information, please contact IS Decisions at one of the following:

+335.59.41.42.20 =8 +335.59.41.42.21
(C) a Fax

Phone

@
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isdecisions

Windows™ Systems: Know, Control, Act

What's new in UserLock?

The task is added into the Scheduler and you need to configure the file to generate a report:

() UserLock

Windows

Files  Action

UserLock
-3 Servers

=8¢

!

3

=8| testl
4% Protected accounts

-] Messages
-'.}_‘9 User sessions

..l

E :‘_,'_1, Reporter

-] Reparts

= | Dakabase

- Server
EIJ Tahbles

L 3 Database manager

=3 Scheduler

Lﬁ@ LogonCleaner

lTp,...,C.

El@ UserLockTask

¢ Ll Nakfication
{2 WeekReports
- 45 Options

E Agent: distribukion

|_|_J| Session Histary
|_|_J| Session Statistics

EJ@ MyUserLockTask

hE i History

[] Second File to generate

[] Third File to generate

i
LT
[ aroup by User Sort order Descending £
Sort Field Lagon time E=]
L 4
From: |Eventfrom | s 24/03/2009 | |00:00:00
To Last event |w| 31/03/2009 00:00:00
Nl
Database provider: |System,Data, Sglclisnt [
Connection string: | SERVER=TAFSERVER, Trusted_Connection="es;DATAEASE=IIserLock; |m==
Connection status: |Success
b4
[ Display raw data [ simplified design
L 4
First file to generate D:\CopyiUserLockiULS) Tests\Session Histary, pdf

Session Hiskary |

Juajuod Jo 3jge]

SUOIY

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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Windows® Systems: Know, Control, Act. What's new in UserLock?

Add a Notification action for the task to send the report by E-mail:

() userLock

i | Files Action  Windows Help

E‘"fgiae;mc" UserLockTask
=k 5[] Servers e r -
3 wrouter LiserLockyScheduler|UserlockT ask |'°‘CICI notllhatlonl |m| |“"m"l |ml |ml 2 itemis)
testl —
2] Protected accounts Type Description
I Messages i
@ User sessions

v

| suoy|

fg Agent distribution

=+ Reporter
EHIZ] Reports
| g | Database

‘i,] Session History
i-,] Session Statistics
Server
d Tables
[h{ = Database manager
91_"::‘. Scheduler
{E LogonCleaner
{E MyllserLockTask
. ckTask
-, Session History

{E WeekReports
----,JQ’ Cptions

i TaskConfiguration |

For additional information, please contact IS Decisions at one of the following:

©

+335.59.41.42.20 a+335.59.41.42.21 ( www.isdecisions.com & info@isdecisions.com

@
Web M Email

Phone Fax

14
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Windows Systems: Know, Control, Act

)

Configure the Notification:

What's new in UserLock?

UserLock

Files  Action Windows Help

Z-BEH-

o
o
=%

B"—(.i UserLock o gn

EH{3[ Servers o
i =

b 5] wrouker 7

g Send documents by E-mail T
Protected accounts =

] Messages Tor wouremail@yourdomain, com g

L

«?:? lser sessions
‘57 Agent distribution o
= L‘EE, Reporter
EH{[F] Reports Brc:
i Eh[ Database

11| Fession Histary
11| Fession Statistics
i B server

El,‘j Tables

[k 5 Database manager

£+ Scheduler

Subject:  |UserLock report

Don't process more ackions for these documents

: 11 Session History
R o ation

E'ILE% weekReparts
----_’:’ Cpkions

EmailMatificationConfiguration ||

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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Configure UserLock console SMTP settings (different from UserLock server SMTP settings):

() UserLock

isdecisions

Windows™ Systems: Know, Control, Act

What's new in UserLock?

Files  Action  windows

[k 3| wrouter
=4[] test1

£ Messages

= ".‘E.fl, Reporter
L:_l || Reports
: L:J | Database

iOEk | Server
Iﬂd Tables
[+ = Database manager
= ~{73 Scheduler

LT:JL?;; LogonCleaner
LT-JL?_:; MyUserLockTask
= UserLockTask

¢ Ll Motification
EH_,:_:: WeekReports
vl Cptions

E./, Protected accounts

{? User sessions
x Agent distribution

- 1l ession Hiskary

~{ 11y Session Histary

Mo picture

Mo ket

=
o]
=8
1]
Sy (o
E
[}
2
T
;'r
Server: 10.1.1.20
=
o
Fort: 75 5
"
Framm: admin@isdecisions.com
Tl
Choose your header logo Choose wour header text | slogan
DiCopytarchivesiaviMes documentsiie Pi... (s L
Mo picture
Choase wvaur Footer small lago
D\ CopytarchivesiaviMes documentsiiy Fi... s LY

Options

The report is now scheduled

(C) +335.59.41.42.20

For additional information, please contact IS Decisions at one of the following:

a +335.59.41.42.21

(@ www.isdecisions.com

st

. Just wait for the scheduled time to automatically get the report in your mailbox.

info@isdecisions.com
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Windows™ Systems: Know, Control, Act

2.3. New mode for the Session statistics report

In previous UserLock versions, you already could display statistics about users. You can now also display
statistics about computers.

O

UserLock
Eiles  Report

-BEEH-8

Windows

El- % UserLack
E _[j Servers

t-1 3 wrouter
-1 testl

Help

4

‘Userlock

Session Statlstlcs

What's new in UserLock?

=
|m
|2,
=)
o
|
=
|m
=]

af‘-/ Protected accounts o - 31/03/2009
- Messages ¥Yiew type: View by machines
«E_? User sessions
= o Sort filter
- g dgent distribution Sort field Liser / Machine
E EE-?, Reporter Sort order Pescending
(5 Reports Events between 02/02/2004 17:29:02 and 26,/02,2004 18:26:58
Eh| 1| Database
11| Session Hiskory
. Aver Average Avera
@-F s . . Sessions Total werage X . =
14| Server Machine Domain e time per time per time p
count  session time H .
& \_‘| Tahles session  working day weel
» Dakabase manager B \WoRKSTATIONLD MYDOMAIN 14 110:10:37 07:52:11 04:16:59 Z1:
5 Scheduler B WORKSTATIONDS MYDOMAIN 15 145:55:14 09:43:40 05:40:21 28:
&+ LoganCleaner Bl WORKSTATIOND? MYDOMAIN 16 123:45:08 03:06:45 05:02:45 25
EJ [ MyUserLockTask | WoORKSTATIONDS MYDOMAIN 23 134:28:19 05:50:47 05:13:39 26:
=2 @ UserLockTask EJWORKSTATIONDS MYDOMAIN 2 4271520 21EE640 16:36:23 a3
i) Session Histor B WORKSTATIOND4 MYDOMAIN 16 162:59:03 10:11:11 06:20:09 318
: | 5o Nekiicati v B WORKSTATIOND3 MYDOMAIN 24 1456:46:49 06:06:57 05:42:21 28:
i orication Bl WORKSTATIONDZ MYDOMAIN 2 45:20:49 22144154 01:46:07 08
‘i@ WeekReports B WORKSTATIONDL MYDOMAIN 19 173:07:51 09:06:143 06:43:49 334
-~ Options Hpmo MYDOMAIN 12 07:05:15 00:35:26 00: 16:51 01
E|pcoMPTAO MYDOMAIN 1 00:05:42 0005142 00:00:13 00:
51| GALAAD-SRYWEE O MYDOMAIN 4 03:19:57 00:49:59 00:07:46 00:
“- 1l _&
Progress

(C) +335.59.41.42.20

For additional information, please contact IS Decisions at one of the following:

a +335.59.41.42.21

(@ www.isdecisions.com I'%’l

info@isdecisions.com
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3. RAS sessions

isdecisions

Windows™ Systems: Know, Control, Act

What's new in UserLock?

UserLock 5 can protect RAS sessions on Microsoft RRAS (Routing and Remote Access Service) server or
with any hardware router configured to authenticate users with RADIUS protocol on a Microsoft IAS (Internet
Authentication Service) server.

You should see an additional line for each RRAS server and each IAS server in the Agent Distribution View of
the UserLock console. Click Install on the line in order to deploy the agent. After having installed the agent,
RRAS or/and IAS services need to be restarted. If both services are installed, you need to stop them both and
then only restart them. On Windows Server 2008, you will need to restart the server.

Once the agent is active, RAS sessions are displayed with a different icon (See Quick filter screenshot) in the

UserLock console.

You can filter the User sessions view to only display RAS sessions (See Quick filter screenshot).

() userLock

Files  Action  Windows

B e

=k (g Userlock
b 2fl Servers
B tafserver

(b ] wrouter

B3] tafserverz
Reporter

£ Reparts

L:J Database

il
-

- 5 Server
[Eh | Tables

= Database manager
23 Scheduler

Eh_@j LogonCleaner
Eh_@j MylserLockTask
Eh_@j WeekReports

=r{5 UserLockTask

L] Notification
& optians

% User sessions
F7] Agent distribution

Help

[coraaanizee & x

Pratected accounts

111 Session Histary
"1l Session Statistics

1l Session Histary

Configuration

Drag a column header here to group by that colunn

> EIGEE

B TAFSERVERZ

Desktop Installed
B TESTS Deskkop Unknown
5 vpev Diesktop Installed
B vpEvZ Deskkop Installed
B yMSERVER Desktop Installed

£ Il

Computer & Agent bype Agent skatus
B PPRAMCOISS Desktop Installed
B prarve Diesktop Urknawn
B prarys Desktap Urkrigwn
B REUNION Desktop Installed
B REUMIONZ Desktap Installed
B sapan Diesktop Urknawn
B sapaHz Desktap Installed
B sopHIE Desktop Installed
Bl STEPHAMIEZ Desktap Urkrigwn
B 1aFsERVER Desktop Installed
Bl TAFSERYER RRAS NotInstalled
B TAFSERVER1 Desktop Installed

Agent versic

4.0.2.0

4.0.2.0

4.0.2.0

4.0.2.0
4.0.2.0

4.0.1.20

4.0.1.20

Installed 4.5.0.44

4.0.2.0

4.0.2.0
4.0.2.0
4.0.1.20

S S
Actions + X I
=] 5;
= @
i
=
&
“% Refresh T
=]
% Display AD tree =
3
I, Enable auto Filter o
Select all
Unselect all
L
@ Display all machines
Display only DiC
Display only machines without the agent i...
Display only unavailable machines
o
iz Print data grid
L
o Irgtall
d Urnstall
5'@ Rebook

Agent distribution |

13 installed agents, 32 computers

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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ems: Know, Control, Act What's new in UserLock?

3.1. VPN sessions with a RRAS server

There is one limitation when protecting VPN sessions on Windows RRAS service: the client IP address is not
provided, so you cannot apply IP address or range restrictions to these sessions.

As a workaround, you can make the RRAS service work with the IAS service by using the RADIUS protocol
(like a hardware router) and install the IAS agent instead of the RRAS agent.

3.2. Radius sessions with IAS server

There is currently no Hardware Compatibility List of hardware VPN routers or Wi-Fi access point correctly
working with UserLock 5.

= VPN sessions on a hardware router

Hardware routers need to be configured to contact the IAS server for RADIUS authentication and
RADIUS Accounting.

There is no standard field in the RADIUS protocol allowing the RADIUS client (VPN server) to send
the name of the client computer. So you cannot set computer name restrictions.

The IP address of the VPN client should be available and allowing to set IP range restrictions but
some hardware VPN servers may not provide the information. So first check that the IP address is
available in the Session history report before configuring IP range restrictions for VPN sessions.

=  Protecting a Wi-Fi access point with authentication

This is possible if your access point can authenticate users using RADIUS. However, the hardware
needs to follow some guidelines.

The Wi-Fi access point needs to be configured for RADIUS authentication and RADIUS
Accounting.

A logoff Accounting event should be sent to the RADIUS server even when a Wi-Fi client
unexpectedly disconnects from the access point. Some Wi-Fi RADIUS compliant access points do not
follow this rule.

If the Wi-Fi client is a member of the domain, the computer account may be used to authenticate. In
this case, UserLock will not handle logons.

(@ +335.59.41.42.20 =N +335.59.41.42.21 (@ www.isdecisions.com l@! info@isdecisions.com
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Windows™ Systems: Know, Control, Act

What's new in UserLock?

3.3. Configuring restrictions for RAS sessions

() userLock

Files

windows  Help

- Lﬁgv

Elﬂ UserLock
£k 5[ Servers
IEI- | wrouter

AT Messages

B 5| bestl

- Messages

= ﬂ'f, Reporter
=] Reports
E- | Database

B 5 Server
IBJ Tables

L:}._—" Scheduler
IE}@ LogonCleaner

E}@ UserlockTask

E}@ WeekReports
i Options

Configuration  |SRECRE

SUOIY

F, Protected accounts

«E‘}) Lser sessions
. H Agent distribution

F # Protected accounts

»-’é'_? User sessions
- gg Agent distribution

i-{ 1l Session History
----- 1| Session Statistics

Account name Eweryone

Mumber of concurrent sessions allowed

[ Allowed workstation sessions
[ Allowed terminal sessions

[] Tokal allowed inker active sessions

Allowed RAS sessions

] &llcww ko logaff an exisking session if the number of allow

] Display the welcome message

Cuskam session limits

Lirnik Session bype

> [

bation, RAS

() Custom session limit

[ = Database manager

IE}@ Myl)serLockTask

-{ 1l Session Hiskory

Fopup

Recipient

"] on successfull logon
] on logaff

"] on refused lagon

<
Taximurn 1
Session bypes Waorkstation, RAS B
[ Mane
[l
workstation
: [ Terminal
EsTl Interackive
Recipient RAS
[ on sl
[l on lod
[l on vk

&l

Allow this account ko be logged on

Fram any workstation/terminal except the lisked ones

||

]

=  Limit concurrent RAS sessions

You can do this in each Protected accounts Properties using the new Allowed RAS sessions

limitation.

=  Custom session limitations

If you want to enforce concurrent session limitations for several kinds of sessions, you can create a
Custom session limit. For example, if you set a custom limitation of 1 for workstation and RAS
sessions, a user will not be able to open a RAS session if he already has an opened workstation

session.

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com

st

info@isdecisions.com
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What's new in UserLock?

Time restrictions and workstation restrictions

When you configure time restrictions or workstation restrictions, you can now select the kind of
sessions that will be impacted by the restriction. So if you want to set a RAS sessions only restriction,
unselect all other types of sessions.

() userLock

Files Windows Help

S = -

-

=k (g Userlock

EH 3 Servers
L:J | wrouker

-5 Messages
«E_? User sessions

X Agent distribution
1] test1

-] Messages
«5} User sessions
ﬂ Agent: distribution
".‘EEI, Reparter
-] Reparts
[ B | Database
-{ 1l)) Fession Histor
P ﬂ Session Statist
| E-H Server
E},‘j Tables
[+ Database manager
| Scheduler

!

- Pratected accounts

o Protected accounts

El@ LogonCleaner
EJ@ MyUserLockTask
L:J@ UserLockTask

- 1l Session Hiskory
El@ WeekReports
i (Opkions

Bl W
Configuration %} a
=
|ea a
[T1on successfull lagon []on successfull lngon
[ on logoff []on logaff
[T on refused logon [T1on refused logon
G
Allovy this account to be logged on From any workstation/terminal except the listed ones (]
Mame Session tvpes | —-ﬁddm—l
— o Addname
(] IP Range |7|
© Add computer
Fram IP |—|
Edit
To IP
Session bypes RAS o]
Delete
[ Mone .
- I
Ba Clearall
[ Warkstakion
[] Interactive G
-------- S ¥Ras
Type af perm % Session
Prohibit the f *4 | Action ko take incase of ove |Clase s, s
Begin | ok | | SN —H!H-—l
e ["IMax session length min
g Edit
| nnnff settinns
C]

For additional information, please contact IS Decisions at one of the following:

(C) +335.59.41.42.20

a +335.59.41.42.21

(@ www.isdecisions.com &

[

info@isdecisions.com
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