WinReporter®

Getting Started Guide

Version 4

www.isdecisions.com




IS Decisions

SECUre & Iviaster your winaows Inirastructure

Table Of Contents

1. Welcome tO WINREPOITET ....ccccciruereiiiiiiiisisneeetisiisisssssssessssssssssssssessssssssssssssssssssssssssssssessssssssssssssssssssssssssansassssssss 3
L. L. OVEIVIEW .eeiiiiiiiiiiiiieiteeeetteeeeeeeeeeteeeteeeeeeeeeeeeeeeeeeeeeeeaee e aeeeeeaeesaeaeeeeeeeeeeeeeseeee e e e e e e eeeee e e e e e e e e e e e e e e e e ee e e e e e e e e e e e e e e e e e e e e aaeeeeeenennnne 3
1.2, SYSTOM FEOUITEIMENTS ittt ettt et e ettt et e e e st ettt e e e e e saaba b tteeeeesaaan b e eeeeeeseaaanbetaeeeeeesanbbaaeeeeeesannbanaeaeeeesannnns 3
1.3 Wi REPOITEE SEIUP ..ettiiiiiiiiitiee ettt et e ettt e e e e e sttt e e e e e saaae bt e eeeeesaaaaeeeeeeeesesaanbetaeeeeeesanbbaaeeeeeesaansanaaaeesesannnns 3
R (oYU T 5 T - T 4
] = o 1T Lo RS PRR 4
3 D T o] - NV I o £ 1] {1 o T=To I =Y o Yo AR URN 8
2.3. Get a quick view of all scanned INfOrMAatioN ........ccciiii i e rrre e st e e e enabe e e seabae e e sareeeeans 9
2.4, VIEWINEG FAW AT 1u1eiieeuviieiiiiieesiieeeeette e e sttt e e sttt e setaeeeessteeeeaaeeeesaaseeeestaeeeasseeeesnsseeeastaeesansseesssseeeensseeessnnsnessnssenennns 10
3. Scan and analyze event 10gs With WINREPOITEr ......cccceiiiiiiiiiiiiiiiiiiiiisiisssssisssssssssssssssssssssssssssssssssssssssssssssssssssssss 11
PR Yo o TN V=T o [ =4SPPS 11
R W I AT o =T oY o 13
L B ol =Y 1] LRV AT Y=Y o] o {1 TPt 15
4.1, SCREAUIE @ SCAN ettt s bt e et e e sa bt e e bt e sa bt e e as e e sabe e e bt e sabeeeabeesabeesaseesabeesaneesabeeenseesabeeeneenas 15
L0 Yol o 1Yo [V 1= T T Yo (PSSP SPPRRRIN 17
4.3. Automatically send the report by €mail.........ooo i e e e e e e e 19




IS Decisions

oecure & WVaster your Windows Infrastructure

1. Welcome to WinReporter

1.1. Overview

WinReporter allows you to scan all computers throughout your Windows network and store collected information into a
database.

The collected information can then be displayed and printed using 58 different reports enhanced with filter and sort
options as well as graphics. Customized SQL queries can also be used.

1.2. System requirements

For the computer running WinReporter:

= Windows 2000/XP/2003/Vista/2008/7/2008 R2
= 1 GB physical memory

= 100 MB free disk space

= CPU PIV 3 GHz or Core2/Athlon 64 2GHz

For computers being scanned:
= Windows 2000/XP/2003/Vista/2008/7/2008 R2

1.3. WinReporter setup

Download the installation package here.
Name of the file package: WinReporter_x86.exe

The package is the same for English and French language and is compatible with 32 and 64 bits platforms.
Execute the downloaded package on the host computer to launch the installation process.

The installation process is very easy. You will have to go through the following steps:

1. Welcome Click Next

2. License agreement Read the license, check I agree and click Next

3. Destination folder Select the folder where you want to install WinReporter and click Next
4. Setup type Select Complete and click Next

5. Ready to install Click Install



http://www.isdecisions.com/download/winreporter.htm
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2. Your first scan

2.1. Start the scan

To launch the WinReporter Console, click on the Start menu/All programs/WinReporter 4.

= Step 1: Run WinReporter and display scan settings.

@ YWinReporter

EEEiIes Action  Tools  Window  Help .&

bvcol@a-af

WinReporter

WinReporter

‘WinReporter 5 itemi(s)

Marne Description

'3" Scanner Stark here!
& Reporter
| 4, Database manager

‘ﬁ' Scheduler

d}’ Options

Display the scanner form by double clicking on Scanner and New scan.
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= Step 2: Select computers you want to scan and start the scan.
Specify in the first configuration section the names of the computers you want to scan.

@ WinReporter T T4

: Flles Action Took  Window  Help it

153

I o

E 1EST1 o Mame
& Database manager e |7|
9 Scheduler [ TESTDOMATH - Computers
""" o Options 1P 10.1,3.1-10.1,3.50 p—
- IPrange
 Remove
o Clearall
| Loadlist

Database pro\,{ System.Data, CleDb L"‘_“J|

Connection string: |Provider=MicrosoFt.Jet.OLEDB.4.D,‘ Persist Security Infa=False;Dat. L"'_"‘||

Caonnection status: |Success

i Mew scan

You can either select them from the computer browser or type their name manually. You can also select a whole
domain to scan or an IP range.

Your scan is now ready to start, click on the Launch button in order to start it.

Take note that: The user account running the scanner should have administrative rights on all computers to scan.
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Step 3: The scan is running.

During the scan, you can follow the scan progression with the progress window.

@ YinReporter

EEiIes Scan Tools  Window  Help

EEH-8F5

- Running %

=]

{ e Database manager
FE,‘. Scheduler

d}’ Options

Remaining: D

Compuker

Scanning: Scanned: Inserted: |2

| Speed: |6,59781|
Skate

= TESTY
€3 TEST4
€3 TESTS

& TESTS

Diatabase insertion threads:

|C0mputer

Information

Retrieving information - 123 records

Failed to connect Unable ko resolve the name

Failed to connect Unable ko resolve the name

Retrieving information - 1 recards

Table

| waiting

Raows Tokal rows
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Step 4: The scan is done.
Once the scan is done, only computers for which errors occurred during the scan are still displayed with the
problem’s explanation.

(¥ wWinReporter

! Files Scan Tools  Window Help

(]
o
x

=

(]

_$ Database manager

Femaining: ICI Scanning: ICI Scanned: Inserbed: |5
1@. Scheduler
db Options

| Speed: |2,45513 ]
Computer

&3 TESTS

Skate Information

ailed to connect

Failed to connect Unable ko resolve the name

Database insertion threads:

| Computer Tahle

Rows Total raws
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2.2. Display a predefined report

Once the scan is finished, you can expand the report arborescence tree and select a report you want to display.
The report configuration section will be displayed in the right part of the console.

Choose for example the report called Hardware Status in the Hardware section.

@ winReporter

EEiIes Action  Tools  Window  Help

8 E-
I Launch ( guration
=+ Launch the configured documentaction
N |

[ T Scanner |
B-{% Repotter

EH[] Reparts
E]]gi Hardware []CPU Frequency Hz [T 1dle Time

EJ .E’Configuration
f A Hardware Status

=

I3

[“IRram [Ram free

“_'..i] IMemary upgrade
1} sk space analysis
0 Memory distribution
21 Disk size distribution ||| 74
;’ﬁ CPU speed distribution — ’]
|| Inventory | e
4% Devices | N |
a Usage
1=, Software ,

& windows Image : | 1 - 29§05/2008 17:558:19 &2

.| Event reports

[ Disk size [ Disk size Fres

l’} General

&Hj Tables

5 Database manager Database pm\,{System.Data.OleDb L“‘_"'J|
-E.‘?. Scheduler

""" d‘a’ Options Connection skring: |Provider:Microsoft.Jet.OLEDB.4.D;Persist Security Info=False;Data S l:J|

Connection status: |Success

=

| Hardware Status

The snapshot of the previous scan would be already selected and you just have to configure the report as you want.

For example, if you want to display all computers with a processor frequency less than 1000 MHz, a memory size lower
than 256 MB and a disk size lower than 20 GB, you will have to:

= Select CPU Frequency, enter 1000 and select < as operator
= Select RAM size, enter 256 and select < as operator

= Select Disk size, enter 20 and select < as operator

The report is now configured you can click on the Launch button to display it.
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The report is displayed in a new tab where the report configuration form was:

@ YWinReporter
EEEiIes Report  Tools  wWindow  Help

Zz-BEsEH-/8H: Al w o[ m DRONRCN T~ RN » |
£ [=s
5,2 WinReporker Export B %15 E
B4 8
H Export to TXT =
P ardware Status 2
i g
E—}{’% Reporter Export to C5Y §
£+ Report Export to HTML ardware configuration of your Windows netwrork ]
Export to MHT anfiguration
U frequency <=1000 Mz
Expart to RTF BM =255 M9 =

Disk size <=0 &8

TESTDOMAIN

{._T'..I IMemary upgrade
]'_-;I Disk space analysis
‘gﬁ Memoty distribution
‘gﬁ Cisk size distribution

.2 CPU speed distributi L
. ‘?ﬁ . G Computer RARM Used Hyp./Freq. Idle Disk size
[4] Inventary P (MB) (MB) {(Mhz) time (GB)
G Devices
B ) Usage TEST1 256 230 | [ 433 55,5% 8,5

B Seftware TESTS &4 51O 200 | 66,2% 4,0

£ Windows
]j Event reports

{‘:r General
b Tables TESTDOMAIN3

B @ Database manager
{3 Scheduler RAM Used  Hyp./Freq. Idle Disk size
BETIIET (MB)  (VB) (Mhz) time (GB)

55 Options

141 | [ 500 99, 7% g,0 K
-

TESTA 255

Progress

You can then print the result and if you are interested in keeping a digital version (for example in a PDF file) click on the

Export button.

2.3. Get a quick view of all scanned information

If you want to get a quick view of all scanned information, you can display the Global report in the General report
section. You can also take a look on all other reports through the configuration tree.
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2.4. Viewing raw data

You can also display raw data from the WinReporter database by using the table section in the report tree.
All tables of the WinReporter database are documented in the help file.

@ winReporter

E | Fles Grid Tools Window Help Iid
e
- ed-alal
[Avborescencs action & docurent & X | = |
Bl /% WinReporker
Ej ! Scanner Crag a column header hers o group by that column
[l Rleecay id_snaps... SErVEr_name pattition disksize spacefree id_disk FilaSyste. .. | FileSy
E—"}& Reporter
= VDEMOWESTAZ C 5377564 8933632 0 NTFS
=] Reports
1| Tables 1 TEST® D 4208936 2457388 1 NTFS
-] Servers 1 TEST6 c 4200964 a619z4 0 MTFS
IJ ScanErrors 1 YDEMOWKSTAL C 377564 5944560 0 MTFS
E"& Hardware 1 TESTI7 C 19543040 1645696 0 MTFS
1 TEST1 € 8908003 5146856 0 NTFS
lj PhysicalDisks —
" 1 TESTHP&4 C 20972524 13153784 0 MTFS
-1 videoadapters I
[ Devices 1 TESTHPG4 F 20972824 3987380 0 NTFS
lj ServersSubnets 1 TESTHPe4 G 27999636 1613864 0 MTFS
lj netcards 1 TESTHPe4 E 10452330 1742640 0 MTFS
-] NetComponents 1 YDEMOSRYL  C g377864 5914392 0 NTFS
-] processors 1 TEST3 € 4225060 2305468 0 NTFS
13 MemsSlots bead
lj prinkers
J IMonitors
lj SystemSloks
E;'l*‘é Software
£ windows
Evert tables
E+:J 3 Database manager
5 Scheduler
i a 1 I [
d‘l’ Cptions 5
i 12 rows

10
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3. Scan and analyze event logs with WinReporter

3.1. Scan event logs

The event logs are not scanned by default. You need to add event filters in the Event logs section of the scan
configuration form. Click on the Add button to add a new filter.

(¥ winReporter

Files aAction Tools Window Help EI

Lﬁ"ﬁ'u—d

E!--j.'- WinReporker

Sh8 | Scanner

E—?* Reparker
- Repoarts

B-@ Tables

E Servers

E ScanErrors

= 8 Hardware

E Partitions

-] PhysicalDisks
E videofdapters
E Devices

-1~ ServersSubnets
E netcards

E MetComponents
@ prOCESSOrs
E MemsSlots

% printers

@ Monitors

-\ Systemslots
E;'l% Software

Q‘ Windows

- Event tables

E;}@ Database manager

@ Scheduler

é“ Options

Mews scan

Ewent Filters

Mame Logs Types Sources Event Ids

| Scan parameters

Scan mode |ndd unscanned computers ko the lakest smpashok [.a;e”

Murmber of thread to use |1D

Set a snapshok description |<Enter a description =

11
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You have to choose a name for the filter, "Errors & warnings” for example, select Errors and warnings as event types to

filter on and click OK.

Event filter ®

Filker name: |Err|:|rs & warnings

Event Filker
Event logs
application Syskéme Service
Sécurité Serveur DS Service
A I >

Event tyvpes

[] InFarmation

Errar

[T Failure Audit [T 5uccess audit

[]Event 1d I:I

Once all your event filters have been configured, you can click on Launch to start the scan.

Take note that. When you scan event logs, the scan is longer than a standard scan especially during the first scan.
It also takes more database size when storing the information about events.

12
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3.2. Use event reports

Once the scan is finished, expand the Event report tree and select Generic event report.

) winReporter

Fles action Tools Window Help

F-BEHE-.

Eh£ 0 Scanner

- gy Mew scan

E—"}-ﬁ Reporter

E!-{E] Reports

el Hardware
% Software

£ windows
Event reports

ort

il Process tracking report
)| Services errors

“1li| File access report

|i| Cormpuker skark skop
Gk (=) Print

\% Cannections

&1!’( General

I’:HE=:| Tables

D Servers

{:| ScanErrors
Eﬂ& Hardware

!!!

Corfiguration

|Ewert logs

Application
Sécurité
SyskEme

Bscan - Done B

Serveur DMS

Services de réplication de fichiers
Service d'annuaire

Internet Explorer

|Event bypes

Error

[T Failure Audit

Source
[ Categaory

["]Ewent 1d

["]warning

[] success audit

[ Infarmation

[ User name |

[ server name |

[ Detailed mods

- Software

£ Windows
| Event: tables

Sort/Group

Time

3emeric ewent report

ET_Events )

e parame Fram: |First event [ﬁ_ﬁ” |11.l'09."2UU? Li‘,l| |19’29’DU L‘§J|
@&, Datab. =
T o el [ e
db Options @

You can filter events on several fields. For example select Error as event types, select Source and choose a source you
want to filter on and click on the Launch button.

13
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All filtered events are then displayed in the report.

@ YWinReporter ol G| B

E Fles Report Tools  Window  Help &
F-m 5= @Jg #

B[]

WinReporter % g;

Generic eve -

] a

Process tracking repart:
1l Services errars

70 File access report

L Compuker stark skop
(=) Print

f:g Connections

(£ _} General =
EH | Tables

d Servers

d ScanErrors
Eﬂ& Hardware

'.é Software

& windows

|| Ewent tables

.| ET_Ewvents
IJ ET_Params
[ g Database manager

| Scheduler

d:l’ Options

Configuration
Sources Agpiication Hang
Event types Srror

Sot filter
Sort order: Azcending

Events between 16/05/2006 16:31:23 and 10,/06,/2006 12:54:14

Log: Application
Event ID: 1002

Type: e Etror
Time: 16/05/2006 16:31:23

Compute
Use
Message:

Hanging application Reporter.exe, version 3.5.0.0, hang module hungapp, version 0.0.0.0, hang address Ox000(

Log: Application
Event ID: 1002

Type: e Errar
Time: 16/05/2006 17:01:18

Compute
Use

Message:

Hanging application Reporter.exe, version 3.5.0.0, hang module hungapp, version 0.0.0.0, hang address 0x000(

Type: 9 Etrar Log: Application Compute
Time: 10/05/2007 158:33:53 Event ID: 1002 Use
Message:
Hanainn annlicatinon LIRenarter . eve. versinon 3.8.0.0. hano mndule bunoann, version 0.0.0.0. bann address Mx00

v

Progress

Other event log reports are dedicated to more specific kinds of events and might require specific system audits to be

enabled and specific event filters to be configured for the scan.

For more information about how to use all other event reports please read the help file.

14
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4. Schedule WinReporter

4.1. Schedule a scan

If you want to schedule a scan of your network, you just need to configure it as if you wanted to start it immediately,
but once the scan is configured, click on the Schedule button (next to the Launch button) instead of clicking on the

Launch button.

() winReporter TE S

| Files  Action  Tools  Window  Help kd

Schedule juration | B Scan - Done B | [l Generic event report B g
Schedule the configured document or action e E-l;.
L | = |2
E—"}-& Reporter %
Er ] Reparts & TesTt | | a
@ Hardware g L& (RN —]
' software 5 — lﬁ|
£ windows g TESTE Bl
; E_\:ent reparts 5 T ~ Domain
1l (3eneric event repork g YDEMOSRYL |7|
I Process tracking repart 5 VDEMOWESTAL 7!
ST 8 YDEMOWKSTAZ |- Remove |
“_T_,] File access report g TESTS li
]._T;I Computer start skop 5 TR #|
(= Print : —
£ Connections e —
- General = : : WJ
I’:'l-u__j Tables
S servers Database prov{System.Data.OleDb LA_&J|
ScanErrors
&1% ::;:1::: Connection string: |Pr0vider=Microsoft.Jet.OLEDB.4.D;Data Source=C\Documents and Sett @|
- Windows
E‘@ Evert bables Connection status:
IJ ET_Events
bt | ET_Params | . : WJ
@g Database manager | \Wj
=) Scheduler I m—
é:l’ Options i i |
- 1

| Mew scan

You are then prompted to give a name for the new task. When done, click OK.

@) Schedule an action

@) Add in a new task with the Following name |NewWinRepDrterTask |

Add in the Following exisking task, |

15
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The standard properties of a Windows scheduled task will open, allowing you to define the schedule for this task. When
configured, click OK.

Hewﬁmﬁpnrter Task m
Task | Schedule Settings|
1. 440300 every day, starting 01/03/2008

[ flew ]’ Delete ]

Schedule Task: Start tirme:
Daily 0300 (2] | Advanced..
Schedule Task Daily

Ewem day(z]

Show multiple zchedules.

‘_TDK H Cancel H Apply

The task is then created in the Scheduler and the scan is added as first action to be executed in the task.

@WinRepurter TEES

EEEiIes Action  Tools  Window  Help Jid

NewWinReporterTask

| | |
WinReporter/Scheduler NewWinReporterTask, | || || | (SR | | 1ikemis)
Marne Type Descripkion
1

| g Mew scan

éb Cpkions

i Taskanfiguration

16
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4.2. Schedule a report

As the scan is now scheduled, you will probably be interested to automatically generate reports.

To do this, just select the report you want to schedule in the report tree and configure it as if you want to run it

immediately and click on the Schedule button.

@ wWinReporter

EEiIes Action  Tools  Window Help

*

[+

2 e E-

I schedule
~ WinF  Schedule the configured document or action

Scanner

f—]& Repoarter

-

53

£+ Reparts

- Hardware

E‘  Configuration

: ]|_h] Hardware Status

[1Physical disks

Disk number = 1

Disk. size

FEE e

[] Partition number = 1

[ Partition size

FEE] =

Memary distribution

Free disk space | o | |5

| |GB B | Free partition space

Disk: size distribution
P speed distribution [
) Inventary

: 13 Devices i

-- & Usage |

[E=3 é Software
* Windows

Image ! | 2 - 01/09/2008 12:22:41

Event repoarks

l“‘( General

El-uj Tables

[ﬂ@ Database manager
£+ scheduler

L Database pro\,{ System.Data, OleDb
EI-E MewwinReporter Task

=]

il i New scan

db Options

Connection string: |Pr0vider=r\‘1icrosoft.Jet.OLEDB.4.D;Data Source=C:\Documents and Setti l:,||

i_onneckion status: | Success

=

| Disk space analysis

You are then prompted to choose between adding the action to a new task or to an existing task.

Add the action to the task previously created for the scan and click OK.

@) Schedule an action

1 8dd in a new kask with the Following name |

(@ Add in the Following existing ask

|NewWinRepDrterTask

17
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You can notice that the report has been added after the scan in the action list of the scheduled task.

If you select it, you can still modify the report configuration and you can define (in the last configuration section -
Document Generation) where and in which format you want to store it.

As First file to generate, select for example a path to a PDF file.

@ WinReporter

Files  Action  Tools  window  Help

escence actir
El--,c WinReporter
 Granner

545 Reporter [ Physical disks
Reporks
Tables

E;'l@ Database manager

B@. Scheduler — L _
9-@ MewwinfeporterTask Eloisk size o [ Partition size &3
: [ Free disk space |= lﬁjj| |5 | |GB @I| Free partition space

| Computer Filker

[ Disk rurmber = 1 [ Partition number = 1

é“ Options

. SortfGroup

| Report layout

| Document Generation

First file ko generate |D:'I,Copy'l,WinReporter'l,Tests'l,Disk space analysis. pdf |

o
[]5econd file to generate | | E]
=]

[ Third filz ko generate | |

18
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4.3. Automatically send the report by email

The report is now automatically generated, you may also want to automatically send it to selected E-mail recipients.
To do this, select the scheduled task in the tree and click on the Add notification button.

A new item named Notification is then added in the action list of the task. Double click on it.

® WinReporter

Files Action Tools

window  Help

E‘-E@ M

&5 Options

i TaskConfiguration

Inventory

Q Devices
(} Usage

Eﬂé Software
-3‘ Windows
];] Event reparts
&]@ Tables

(4 &, Diatabase manager
E]f,;_i‘ Scheduler

General

i s Mew scan
]j Disk space analysis
[l Motification

]|_|;| Disk space analysis
2 Memory distribution
£ Disk size distribution
4 CPU speed distribution

NewWinReporterTask |

‘WinReporter/Scheduler fMewwinReporter Task |

: 2 itemis)

| Drescripkion

EJ.j Reports
vl Hardware | Name | Tvpe
) P Configuration &4 Mew scan
]|_|;| Hardware Status ||__|';| Disk space analysis
3| Memory upgrade @

19
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You can then select Send documents by E-mail and enter all email recipients (separated by a semi colon) to whom you
want to send the report.

@ WinReporter g
E Fles Action Tools  Window  Helb Ikd
 Z-B SHE-
=k s WinReparter [ : 1

‘c‘ P | W]
k-4 - Scanner
E—j& Reparter
E:Jd Reports Send documents by E-mail
- Hardware
EJ & Configuration Toe | |
o | |
1|_h] Disk space analysis
q"@ Memary distribution Bee: | |
;ﬁ Disk. size distribution
1 CPU speed distribution Subject: |Documents WinReporter |
d Usage [#] Don't process more actions For these documents
Software [:\\S

£ Windows

- | Event reports

= l’} Genetal

[ | Tables

Ef.'l@ Database manager
415 Scheduler

E‘@ New'wWinReporkerTask
4 g Mew scan

Disk space analysis
@ Motification
ﬁ‘ Options

i ErnailtotifcationZonfigur ation

Once the Notification Configuration is defined, you also need to configure common E-Mail settings in WinReporter
options before being able to send emails.

®WinRepnrter ERRIElN X

Files Action Tools  Window Help

b
7

Server: 101,11
[ &, Database manager | |
2+ Scheduler
Port: 5
B-E MewwinF.eporter Task -
iy M
L Mew skan Fram: |administrateur@isdecisions.com

I_:I Disk space analysis
L Motification

| Options

You just need to wait until the task starts at the scheduled time and see if you get the report by email.
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